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Abstract

With the increasing popularity of internet, and distributed heterogeneous network, there
comes a new technology innovation that lead a system to be based on some form of
mobile codes especially mobile agents. In this paper, the topic of mobile agents and
some of the benefits and challenges of this new technology will be discussed.

Introduction

Rapid development and new innovations in the computer and network technology had led
the revolutionary advancement in the information world. The amount of information and
services that is available through the Internet, television, pagers, cell phones from
anywhere and everywhere are overwhelming. Mobile code and especially mobile agents
is extremely important in the digital world today because it aids the flexibility of
accessing the information from any location.

Mobile agents are autonomous, intelligent software programs which meant that they can
decide where they will go and what they will do. They can migrate from host to host in a



network, searching for and interacting with services to complete a specific task, which
means that mobile agents are also goal oriented. One of the key features of the mobile
agents is that not only the code is mobile but the state of the agent is also mobile. This
means that mobile agents should be able to be understood by every machine in the
network without having to install the agent codes every where and also be able to carry
the incomplete transaction or calculation with them when they migrate. There must also
be a server environment that will accept these agents and allows the agents to do certain
processes or making certain requests to this server environment. With the widespread
adoption of the java, it provides the environment that the mobile agents needed and hence
it also increases people’s interests in mobile agents.

Mobile Agent Architecture

Mobile Agent’s Movement

Before we discuss the mobile agent architecture let’s take a look at the traditional
approach of the client/server network, this will help us to understand the migration
behavior of mobile agents.
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Figure 1: Typical client/server application communicates via requests and responses [1]

Figure 1 shows the typical client / server communication where in most cases, there
are a client side and a server side application where these applications are located at
different machines. When ever the client requires certain resources or data from the
server, a request is sent to the server and then server will acknowledge this request
and send a response back to the client. The client will then start sending data over to
the server and this type of communication will be continued until a request is
completed. Each time a request send from the client and the response send back to the
client from the server, the data packets will need to do a complete round trip around
the network, this type of communication consumes a lot of bandwidth and it is also
not very time efficient.

Now let’s take a look at the mobile agent architecture.
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Figure 2: mobile agent architecture [1]
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In this architecture, the agent on the client machine actually migrates to the server
machine, and it will not only carry the code but also the state of the agent. The agent
does not talk to the server across the network, it actually moves itself over to the
server and then the agent will make any request to the server directly. Once it is
completed, the agent will then move itself back to the client side carrying the results.
One thing that is worth mention is that not only mobile agents can migrate from client
to the server but it can also move from server to server and it will drag the incomplete
transaction or calculation with them until it is finished and then it will return home.
The actual term for the computing location where the agents migrate is called the
hosts. These hosts provide the environment for mobile agent to work and also are
responsible for packaging and moving these mobile agents.

Communication method between agent hosts

In order to transport the mobile agents between the hosts there must be some form of
communication between the hosts. Currently, there are no requirements for hosts to
use a special type of communication protocol. Hosts can use TCP/IP or other higher
level communication protocol such as SMTP (simple mail transfer protocol), RMI
(remote method invocation), IIOP (Internet Inter-ORB Protocol) or HTTP (hypertext
transfer protocol). Mobile agents can use variety of transporting mechanism which
gives them the flexibility.

Mobile agent lifecycle

Agents have a well-defined lifecycle [1]. Figure 3 below illustrates the four states of
the mobile agents. At the beginning, there will be an initialization of the agent. The
agent will then start to function and may stop and start again depending on the
environment and the tasks that is tried to accomplish. After the agent finished all the
tasks that are required, it will end at the completing state.
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Figure 3: lifecycle of the agent [1]

Benefits of the mobile agents
So why do we have to use mobile agents? What are the benefits of these mobile agents?
Here are some the reasons:

Bandwidth. Even though there are astonishing amount of fiber being installed
around the world. But one still can not deny that there are still a large number of end
users that are still using 56K modems and ADSL over the old copper loop. My
company had done a recent study on some of our clients, and we had discovered that
many of the employees of big corporations are still using modems. Even some of the
remote offices of big corporations, there internet connect is no better than 56K
modems. Therefore, the bandwidth to many end users is still a scarce resource. The
mobile agents can conserve the bandwidth by migrating itself to the hosts and after all
the process is finished it will then return home with the result. This eliminates that
hundred or thousand of queries that had to go across the network. Again, this is based
on that the amount of queries that traveled back and forth would consume more
bandwidth than the single large burst of information (agent) traveling from client to
the server and back.

Mobile users & mobile devices users. There are more people using the PDA, cell
phones, laptops, etc. These devices either do not have lots of computing powers or
these devices have unreliable connections. By moving the processing to the server
side will help save a lot of the client resources. Another benefit of the mobile agent is
that even though the remote user loose connection on their end, the mobile agent will
still work hard on the hosts’ site to finish the task and will return to the client once the
client is connected again.

Communication Latency. Communication latency can be greatly reduced. Since
agent carries the entire service request with them across the network, there is no need



to send the queries or requests back and forth between the server and the client. This
in term saves the time to complete the task.

Fault Tolerance. Since the communication between the client and the server is not
ongoing. Therefore, the mobile agents are not as susceptible to faults as the
traditional client-server architecture, since there is less dependency on the network
and the communication between client and server.

Distributed Heterogeneous Computing. Mobile agents can provide a single,
general framework where distributed applications can have loads distributed evenly
across the whole information infrastructure. For example, agents can collect data on
one node and transfer to another.

Scalability. Hosts can be added easily to mobile agents.

Challenges
In this section, we will explore some of the technical and non-technical challenges that
the mobile agents will face.

Security. There are few challenges on how mobile agent system can protect the
resources against malicious agents from the following:

1. Authentication of the sender of the mobile agent, and authentication of the
server or agent in the execution environment.

2. Authorization for the agents and hosts. There must be some kind of rule or
regulation in order to prevent the agent from infecting the hosts, deny service to
other agents or infecting other agents.

3. Limiting the number of resources that agents can access. How do we prevent an
agent from becoming resource hog? Once the agent is inside the host, we must
protect the available resources on the host and still allowing the agent acts
autonomously.

There must be a balance between protecting the hosts and also allowing the agents to
have the access rights to perform their tasks.

Standardization. There are many mobile agent frameworks that exist today. There
must be standardization on some specific execution environments and the format on
how mobile agents should be encoded in term of the code and state, which allows
mobile agents to work with other mobile agents.

Lack of applications. The mobile agents in most aspects are considered to be new
programming paradigm. There are not many applications out there that use mobile
agents so it is hard for this technology to become widely adopted. Most work had
been done around the agent’s framework instead of developing the real applications.



Competing Technologies
As of today, mobile agents still facing tough competition from other technologies that
can achieve similar goals or tasks as mobile agents. In this section, we will discuss
two popular alternatives to mobile agents, the message passing system and RPC
(remote procedure call). In both methods, data are passed without specifying on how
the data are to be processed; each has implicit knowledge of the capabilities of the
remote procedures [3].

Message passing system

It is an outgrowth of both electronic mail systems and earlier distributed computing
schemes in which applications communicated via files or pipes [4]. In this message
passing system, the client will compose a message where usually is a structured text,
and then this message is delivered to an appropriate software processor for the type of
the message. One example of the message passing system is the KQML (Knowledge
Query Manipulation Language). It allows agents to communicate using
performatives (a rich set of messages), but it does not require mobility. KQML can
simply pass a message and then deliver this message through the transport
mechanism. [3]

RPC (remote procedure call)

It extends the traditional procedure call mechanism of pushing parameters, registers,
and a return address onto the stack and then performing a jump to the procedure’s
entry point [3]. RPC is synchronous and it behaves like the local procedure call
where the client will suspend its process until the return RPC is received from the
server.
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Figure 4: RPC [5]



Commercial Mobile Agent Systems
Even though mobile agents are relative new, there are a lot of commercial mobile-agent

systems that exist on the market today. In this section, we will compare some of the most
popular commercial mobile agent systems.
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Figure 5: Mobile Agent Systems [6]
Conclusions

Mobile agent is the new program paradigm that is still searching for the widespread of
acceptance. Even though there are few obstacles such as the security and standardization
but with further research, these obstacles can be overcome. I think the benefits of mobile
agents will make an attractive technology choice for the internet industries, especially
with the increasing number of mobile users and the new advancement on mobile devices.
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