T-SMC/23/1//02110D

Qualitative Fault Diagnosis in Systems with
Nonintermittent Concurrent Faults:

A Subjective Approach

Behrouz Homayoun Far
Matsuroh Nakamichi

Reprinted from
IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS
Vol. 23, No. 1, January/February 1993



14 IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS, VOL. 23, NO. 1, JANUARY/FEBRUARY 1993

Qualitative Fault Diagnosis in Systems with
Nonintermittent Concurrent Faults:
A Subjective Approach

Behrouz Homayoun Far, Member, IEEE, and Matsuroh Nakamichi

Abstract— Major approaches to automatic fault diagnosis of
industrial plants are either subjective or objective. Subjective
approaches imitate and synthesize the way that human experts
diagnose faults. Objective approaches automate a portion of
diagnosis task that human’s cognitive limitation does not allow
handling it efficiently. Currently available subjective fault diag-
nosis techniques suffer from certain drawbacks such as: lack
of knowledge for modeling and reasoning with the required
levels of detail; inefficiency in utilization of sensory data; and
poor in learning experienced schemas. A subjective approach to
fault diagnosis, using qualitative modeling and reasoning within
the multiple view of the system is introduced. The focus is on
automation of the cognitive skills of human experts, that include
utilizing conceptual models to detect inherent redundancy in
system behavior; qualitative reasoning to predict future states;
and information selection to avoid computation overload.

I. INTRODUCTION

AJOR APPROACHES to automatic fault diagnosis of
industrial plants and processes are either subjective or
objective. Subjective approaches imitate and synthesize the
way that human experts diagnose faults. Objective approaches
automate a portion of the fault diagnosis task that human’s
cognitive limitation does not allow handling it efficiently,
mainly because of limited capacity of the short term memory
and inefficiency in managing precise calculation. Subjective
approach to fault diagnosis is the main theme of this paper.
Human experts when engaged with a goal-oriented task,
try to achieve the goal within the constraints imposed by the
task and avoid cognitive overload through selective utilization
of their accessible knowledge [45]. It is believed that they
possess a conceptual (mental reference) model of how the
objects in the external world work based on standard operating
procedures. Such models can further be applied to novel or
unanticipated situations [69]. The form of knowledge in the
conceptual models is qualitative and its structure is hierar-
chical. A main goal of our research is developing methods
for systematic generation and reasoning with the conceptual
models. As in fault diagnosis a big portion of external world’s
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Fig. 1. Hierarchical model of human behavior and associated modeling and

reasoning techniques.

data comes from the sensors, we have considered modeling
with the maximum transparency-to the sensory data.

Conceptual models have a hierarchical structure defined
best by the skill-rule-knowledge (S-R-K) levels [50], [51] (see
Fig. 1). In the S-R-K perspective, skill-based level denotes
almost routine performance. In this level, human performance
is governed by stored patterns of predefined instructions [53].
Such context specific patterns are called rules-of-thumb (or
symptomatic rules), that map directly from an observation to a
hypothesis. We introduce a method for systematic generation
of such rules.

Rule-based level represents more conscious behavior when
handling familiar problems. Rule-based behavior is conven-
tionally described by decision tables, digraphs, fuzzy sets and
natural language models [37). The model for this level is a set
of stored rules. We introduce the qualitative compiled model
(QCM) and qualitative sensitivity analysis (QSA) [18], as the
modeling and reasoning techniques for this level.

Knowledge-based level accounts for tasks for which com-
mon patterns in stored knowledge form do not exist and
reasoning should start from the so called first principles. Qual-
itative deep model (QDM), methods for soliciting candidate
faults, concurrent fault hypothesis validation and assessment
of the situation, systematically explore different aspects of this
level. To summarize, the subjective qualitative fault diagnosis
(SQFD) technique is introduced, featuring:

® Modeling human expert’s knowledge within the S-R-K

hierarachical framework.

® Extending conventional qualitative models to include the
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coordination and timing of events and using conventional
qualitative simulation to generate complete set of normal
and abnormal behaviors from the extended qualitative
model and qualitative interpretation of sensory data.
Generating passive component of the knowledge base
[45] (i.e., compiled model) from the active component
(i.e., qualitative deep model).

Model-based learning of fault diagnosis heuristics (i.c.,
rules-of-thumb).

Generating concurrent fault hypotheses, testing them for
validity and deriving what may be affected by valid
faults.

The organization of this paper is as follows: in Section Ii
qualitative reasoning, conceptual modeling and learning are
briefly reviewed. In Section Il some important fault diagnosis
techniques are surveyed and compared with the SQFD. Section
IV gives a perspective of the SQFD. The knowledge-based
(deep) modeling and reasoning technique is described in
Section V and in Section VI a method for validating concurrent
fault hypotheses is suggested. The rule-based (compiled) mod-
eling and reasoning technique is introduced in Section VII and
in Section VIII an assessment technique for updating the data
base is presented. Finally, Section IX concludes by addressing
some future research directions.

II. BACKGROUND

A. Qualitative Modeling, Reasoning, Simulation, and
Interpretation

Qualitative reasoning (QR) attempts to formalize common
sense knowledge of the physical world, and reason with that
knowledge [6], [23]. QR refers to the inferring and decision
making methods by means of qualitative data and models.
Qualitative data describes a physical change symbolically,
mainly only by a three valued quantity space (—,0,+). A
qualitative model is a set of expressions composed of quali-
tative variables and qualitative relations. Variables are either
continuous and continuously differentiable functions of time
(i.e., reasonable variables [39]), or discrete with an ordered
set of landmark values [47)], [67]. Qualitative relations repre-
sent trends or functional relations (e.g., monotonic increase,
decrease, etc.), ordering relations (e.g., bigger, smaller, etc.)
and dependencies (e.g., influences [23]). Qualitative models
provide the basis for simulation and reasoning [6]. Qualitative
simulation (QS) uses a qualitative model and qualitative causal
calculus to simulate and interpret the behavior of physical
systems {9], [14], [23], [39], [47]. QR has to be elaborated
significantly to be fully utilized in complex tasks such as
fault diagnosis [63]. Some extension issues are: qualitative
interpretation of the sensory data; generating and testing
fault hypotheses; incarporating synchronization and time in
the qualitative model; and learning diagnostic procedures. In
qualitative interpretation, a finite set of reference patterns are
recognized within the data. Methods for qualitative interpreta-
tion of a closed and temporally ordered set of numerical data
have already been introduced [24]. In hypothesis generation
and test the assumption-based truth maintenance (ATMS) has
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been applied to test fault hypotheses [15] and extended it
to account for hierarchies and multiple tests [64]. The ways
of extending qualitative models to include synchronization
and timing of events and learning diagnostic procedures by
qualitative sensitivity analysis [17], [18] are issues discussed
in this paper.

B. Conceptual Models

Conceptual models account for human understanding capa-
bilities [2], reflecting how objects in the external world interact
and behave [55]. Detailed survey on detection, diagnosis and
compensation models of human problem solving and models
of human performance are available [53], [56]. The skill-rule-
knowledge (S-R-K) framework [S50]-[52], is a unified view
of various levels of human problem solving (see Fig. 1). The
models comprising either of levels of the S-R-K are qualitative
in nature [58], correspond to decreasing level of familiarity
with the task [53], and account for the trade off between the
problem solving task and mental workload.

A distinguished feature of reasoning with conceptual models
is their strength when applied to making statements about
trends of change, causal dependencies, and ordering of events
within a certain level of abstraction. Qualitative simulation
(QS) is a way of deriving behavior and functions from the
model within a certain level. However, poor performance
may be achieved when the conceptual models are used to
manipulate numerical data or reasoning when shifting among
the levels. Qualitative reasoning and simulation techniques
are required to have the capability of handling the latter (see
Section IV).

C. Knowledge Acquisition and Learning

In system diagnosis literature, poor skill learning, i.e., inef-
ficiency in utilizing experiences gained from a comprehensive
analysis of the plant, is reported [21], [22]. An observation
shows that in many cases the same or similar faults may
happen frequently [34]. Learning diagnosis procedures and
augmentation and refinement of the knowledge, when dealing
with similar cases, are important issues [1]. There are three
stages of skill learning: autonomous, associative and cogni-
tive, as counterparts of the S-R-K levels, respectively [58].
Among learning paradigms, model-based learning best suits
fault diagnosis of man-made systems because a collection of
problem solving experiences as well as a model of the normal
system already exist. In this sense, knowledge acquisition for
associative and cognitive levels of learning addresses transition
between levels of the conceptual model. For instance, acquir-
ing the deep qualitative model, generating compiled model
from the deep qualitative model and generating rule-of-thumb
from the compiled model. In this paper, we account for the
latter cases (see Section VII).

III. CONVENTIONAL FAULT DIAGNOSIS: A
COMPARATIVE SURVEY

Human’s performance (in terms of speed, accuracy and
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efficiency) in fault diagnosis’ degrades drastically with the
increase of size and complexity of the plant [S7], [72]. In order
to increase the reliability of decisions made by the operators
and meeting the performance issues, partial automation of
fault diagnosis tasks is desirable. An automated fault diagnosis
system may include, various forms of data on physical compo-
nents and instrumentation, models of behavior, failure modes
of the components, fault trees and state transition diagrams,
thresholds and limit values of the variables, experienced or
predicted schemas, heuristic rules to limit the search space,
etc. Both subjective and objective fault diagnosis systems
involve generation and evaluation of signals for given fault
hypotheses. Models, embodying individual entities (i.e., math-
ematical or symbolic generalization of the signals and their
relationships), are found useful. Two classes of representation
models, quantitative and qualitative, are considered in the
system diagnosis literature. Qualitative models can predict the
ordering of events and direction of changes, while quantitative
models can give numerical predictions [66). Fault diagnosis
techniques, utilizing quantitative models, vary depending on
the selection of individual entities (i.e., measurable signals,
nonmeasurable variables or characteristic quantities, etc.) [4],
[11], [12], [25], [35], {72]). Recently, techniques have been
emerged using qualitative models [15], [27], [40}, [54]. They
are the outcomes of the merger of new Al paradigms (e.g.,
assumption-based truth maintenance ATMS, nonmonotonic
reasoning, etc.), expert system technology and qualitative
simulation techniques. These systems are either structure-
oriented [21], [42] or procedure-oriented [28], [29], and can
be classified based on using shallow models [62], [59], deep
models [15], [40}, or a combination of both [1], [22].

A. Structure-Oriented Approach

A common underlying assumption in qualitative model-
based fault diagnosis techniques is that of structural com-
position, i.c., the system is broken down to its structural
components and description of system behavior is derived
from its structure. They first isolate a faulty region in the
system and then employ additional test (e.g., heuristic rules
or assumption verification) to verify the fault hypothesis and
identify the exact problem [43] (see Fig. 2). In this sense,
shallow techniques may involve reasoning from the compiled
behaviors of the various components. Deep techniques may in-
clude more sophisticated models of the components including
knowledge of the variables interaction or functional relations
[43].

!The term fault diagnosis means observing an error and deriving possible
faults causing that error. In some texts the former task is called fauit detection
and the latter is named faulr diagnosis (e.g., [35]). Detection, diagnosis and
correction together are called fault management {37].

The terms fault and error are used in the sense that an error occurs when
system deviates from its specified normal behavior, and the error is caused
by a fault [60]. The fault is assumed to be atomic (either happens fully or
not) nonintermittent (i.c., lasts over a considerable long time, as opposed to
transient faults) and logical (i.e., affecting the system behavior). Parametric
faults causing a gradual change in performance, such as changing speed or
aging [7], are not accounted for in this paper.

. Faw ) Qll\ldalgaitive D%:eclzted
ypothesis aul
odel 1
Fault Qualitative Detected
Hypothesis Model 2 Fault
[ ]
L]
Fault . Qualitative Detected
Hypothesis Model n Fault

Fig. 2. Qualitative structure-oriented approach to fault diagnosis.

-Structure-oriented fault diagnosis techniques have certain
drawbacks, such as: counter intuitive diagnosis® [48]. Further-
more, inefficiency in knowledge representation and utilization
of sensory data together may lead to computation overload,
making it difficult to design time-critical fault diagnosis sys-
tems [44], [72].

It is stated that in structure-oriented approach, representation
by structure and functions does not make apparent the relation
between an observed behavior and a fault [31]. Specially, in
a concurrent faults case, a fault in a local component can be
propagated to the others, producing secondary symptoms and
activating multiple alarms. Determining the behavior of the
system due to each particular fault and then combining them
to produce the behavior for concurrent faults is a necessity.
In SQED we have considered ways of explicitly representing
deviations of the behavior for concurrent faults and methods
of avoiding ambiguities when simulating the behavior.

B. Procedure-Oriented Approach

In procedure-oriented approach a process is defined by a
sequence of actions. The set of all behaviors of a process
constitutes the actions [28], [29]. This definition of process is
useful only when the relation between the actions and other
modeling primitives, such as variables, can be established. In
procedural fault diagnosis, the knowledge has an invocation
and a body (see Fig. 3). The invocation is external to the body
and test expressions are internal. They both may address a

~fault. Invocation is a logical expression that includes functions
that examine the current goals and facts. Invocation can
be either goal-oriented (i.e., for a fault hypothesis: proving
that a fault exists), or fact-oriented (i.e., for an observed
symptom). A test is a logical expression including functions for
evaluating the newly established facts. A main problem is that
without establishing a hypothesis, conducting a particular test
is impossible because the body including specialized inference
procedure can only be accessed when the invocation expres-
sion is evaluated to true. Another problem with procedural
fault diagnosis is that it cannot learn diagnosis strategies.
We found it useful to define the processes as a sequence of
qualitative variables related by qualitative operations in the
2In complex and dynamic systems with numerous components, a fault can

be propagated to the other subsystems and reasoning within the subsystem
might lead to intuitively right but ultimately wrong fauit hypotheses (see

[48)).
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Fig. 3. Procedure-oriented approach to fault diagnosis.
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causal chain to a target available
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* Neglecting influence of overlapping processes
* Long time delays in systems response

Fig. 4. Fundamental problems manifesting human performance in fault

diagnosis.

deep level representation (see Section V), and we show that
such representation (deep level) can produce the sequence
of actions in another level of abstraction (compiled level).
Also ambiguity between the invocation and test expressions
is avoided.

C. Subjective Approach

Subjective approach describes and imitates the way that
human performs fault diagnosis, with concentration on either
imitating the behavior or achieving the same level of per-
formance. Human performance in fault diagnosis degrades
with the increase of the size of the plant and complexity
of its behavior. Fig. 4 depicts some fundamental problems
manifesting the performance [19].

The mental workload [61] (cognitive overload [48]) due to a
large amount of monitored data, is the main limiting factor of
the performance, leading to cognitive tunnelling and incorrect
decisions. The control directness problem [34] arises when the
effects of a correction action is propagated along the causal
chains until reaching the target point on which the action
cannot be direct. The information accessibility problem arises
when the information needed to confirm a fault hypothesis is
not directly accessible and must be inferred indirectly. Human
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operators come up with diagnosis decisions by comparing
observed behavior with the desired response. The counter in-
tuition problem arises when the ability to anticipate the plant’s
response is narrowed down by a number of factors, such as
mutual influence of the overlapping processes, nonlinearities in
the plant’s dynamics and long time delays in system response.
Two ways of enhancing the performance are [38):
® Utilizing conceptual models of the plant that allow
detecting redundancies in system behavior and predict
the future states
® Utilizing efficient information selection and transforma-
tion tools to avoid cognitive (computation) overload.

Some symptomatic fault diagnosis systems, coding human
experts’ knowledge, are the first generation of subjective
systems. However, they apparently come short when trying
to achieve the human’s performance level. Systems including
models of human behavior [3], [10] have been appeared.
Categories of fault detection, diagnosis and correction from the
S-R-K perspective are defined [37], indicating a need for more
powerful knowledge-based level fault detection and diagnosis
techniques.

In SQFD we focus on knowledge and rule-based levels of
the S-R-K, and show that the control directness and infor-
mation accessibility problems can be removed by using the
qualitative deep model and qualitative interpretation of sensory
data. Decomposing the deep model removes problems with
the overlapping processes. Finally, the qualitative nature of
the model is a way of dealing with nonlinearities in plant
dynamics.

Most of the existing researches have been concentrated on
systems related to only one of the S-R-K levels [37] with
some exceptions, such as integrated diagnostic model (IDM)
[22]. SQFD is different from IDM in the sense that the passive
component of knowledge (i.e., compiled model) is generated
directly from the deep qualitative model and the deep level
representation is semantically richer.

IV. SQFD: SUBJECTIVE QUALITATIVE FAULT DIAGNOSIS

SQFD embodies a hierarchy of two interacting fault di-
agnosis techniques: deep for the knowledge-based level and
compiled for the rule-based leve] of the R-S-K (see Fig. 5).

The techniques are explained with a simplified plant, shown
in Fig. 6. In this plant, liquids can be pumped from one tank
to the other due to the pressure differences and proper setting
of the contral valves, CV}—CVs. The valves are controlled
by local feedback loops. When an abnormality in behavior is
observed, the fault diagnosis system is responsible for finding
discrepancies between the normal and abnormal behaviors and
deciding upon corrections.

A. Knowledge-Based Level

Model of the normal system is a digraph called qualitative
deep model (QDM). QDM embodies qualitative processes
(QP). Behavioral fragments (BF) are defined as characteristic
behavior of the QP’s. Behavior of the normal system is the set
of BFs and derived from QDM by qualitative simulation. Most
of the problems in process malfunction are caused by failure
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Fig. 5. Subjective qualitative fault diagnosis (SQFD) system.
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Fig. 6. Double pressure tank system.

of the control and instrumentation components (e.g., leaking
a valve). Such components have a defined set of potential
failure modes [22], [26], called failure modes of system
components, V. Faults, addressing failure modes are modeled
by dependency constraints, which are the antecedents of the
conditional arcs of QDM. From QDM and ¥ one can derive
diversified behavioral fragments (DBFs), a set of behaviors
of the malfunctioning system, different from BFs. Observed
behavioral information, ©, is provided by the sensors and
interpreted qualitatively [24]. The problem is finding whether
© is similar to either BFs or DBFs, and soliciting candidate
faults. If ©, is qualitatively similar to one of the behaviors of
the BF set, it can be a possible behavior of the normal system.
On the other hand, if it is similar to a behavior of the DBF
set, it can be a possible behavior of the faulty system and the
invocation part of the fault arc is the causes of malfunctioning.
In this level, behavioral information are recorded for the
qualitative variables. Sensory data is also recorded and quali-
tatively interpreted for the variables, therefore comparison of
an observed behavior with a recorded normal or perturbed
behavior is reduced to comparing a limited number of land-
mark values and dependency constraints for the two behaviors,
resulting less computation overload (see Section V).

B. Rule-Based Level

Qualitative compiled model (QCM) of the normal system
and a set of components’ malfunctions, V¥, are given. QCM
embodies rules describing processes activated by the normal
system. Each rule is composed of antecedent and consequent
propositions. ¥ involves propositions addressing failure modes
of the components. The set of predicted behaviors, T, is
derived from QCM using causal ordering (CO) technique [36].
CO derives ordering among the propositions for a given set of
initial settings treated as facts. The elements of U are treated as
new hypotheses and from QCM and ¥ one can derive another
set of behaviors of the faulty system, I, different from ..
Qualitative sensitivity analysis (QSA) technique checks the
sensitivity of behavior to faults and preserves the results in
the form of a diagnostic rule [16].

C. Hirearchy of Knowledge- and Rule-Based Levels

A hierarchy of knowledge- and rule-based levels can offer
substantial advantage over a single one. A basic feature of
this technique is that first, QCM is extracted from the QDM
and then diagnostic rules are generated from QCM. Generated
diagnostic rules are different from the heuristic rules, in the
so called symptomatic (experience based) fault diagnosis, in
the sense that they have an underpinning model, being more
accurate and reliable than heuristic rules. Such diagnostic rules
can be used in an ordinary symptomatic expert diagnosis
system. Generating and validating concurrent fault hypotheses
and assessment of situation are additional features of the
hierarchical system.

V. KNOWLEDGE-BASED QUALITATIVE MODELING
AND REASONING

The knowledge-based level allows reasoning from the in-
teraction of the variables at the process level. Some concepts
such as qualitative deep model (QDM), qualitative flow graph
(QFG), qualitative process (QP), behavioral fragment (BF) and
diversified behavioral fragment (DBF), are defined. They lead
to an insightful understanding of the system’s behavior and
functions.

A. Qualitative Deep Model

QDM is composed of a set of expressjons involving three
primitives: qualitative variables and two types of qualitative
operations. Qualitative variables are counterpart of physical
quantities, such as temperature and pressure, representing
characteristics of the system’s inner environment. Variables
are measurable and have a defined domain of variation. A
qualitative variable (shown by [X],[Y], etc.) has a finite
ordered set of paired landmark values and distinguished time
points. They are displayed in the form of a graph or a finite
sequence of pairs (L*, T*),

(L% Tx), (Lx . Tx), -+, (L%, T%) )
where L% and T% are the kth landmark value and distin-
guished time point of variable [X].
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TABLE 1
CLOCK AND DEPENDENCY CONSTRAINTS FOR EXTENDED
QUALITATIVE EXPRESSIONS 2

QDM Expression

Clock Constraint

Dependency Constraint

[Y] = O[X] £ 0[Z]
y2:[Z] — O — [Y] “when” (L))
[Y] = O[X] “default” (O[Z])

yV=z

z_ 2
y? = 2% (—n —n?)
v =22 4221 -2?)

vy [X]— 0= [Y]
¥ [X] = 0 — [V]
22 [X] = O — [V]
22(1-x2):[Z) - O — [Y]

1X,Y,Z, and N are qualitative variables. z,y, z, and n are their mod-3 values
(—1,0,+41), respectively. L, is the ith landmark value of the variable V.

Relation between the qualitative variables is defined by
qualitative operations. There are two types of operations:
ordinary and coordinative. Ordinary operations show a func-
tionality or an influence on a qualitative variable. The functions
are monotonic increase (M) and monotonic decrease (M ™)
[39]. Influence is a proportionality to the derivative of a
qualitative variable. The influences are positive influence (/)
and negative influence (7).

Coordinative operations model the protocol-based relations
and timing. We have found them necessary because first, in
many man-made systems the relation between components
(and their corresponding models) are governed by defined pro-
tocols rather than pure physical laws. Secondly, coordinative
operations depict the relative timing of qualitative variables
and when they get to a new landmark value without necessarily
recording all the distinguished time points.

Definition 1—(Qualitative Deep Model (QDM)): QDM is a
set of expressions of the following form:

[¥] = O[X]'D'[N]

where [Y], [X] and [N] are qualitative variables; O is an ordi-
nary qualitative operation; O € 0, O = {M*,M~,I*,I"};
D is a coordinative operation (“when” and “default”):
® “when” operation: [Y] = O[X] “when” L%; implying
that [Y] = O[{X] only when [N] is evaluated to its
landmark value LY.
® «default” operation: [Y] = O[X] “default” O[Z]; imply-
ing that generally [Y] = O[X], but in special cases that
[X] is not present, then [Y] = O[Z].
Y, X and N are qualitative variables; Ljv is the ith landmark
value of N.
In special cases [N] can be a variable with only two
landmark values evaluated to true or false.
QDM for the system shown in Fig. 6 is given in Appendix 1.
For each coordinative operation clock and dependency con-
straints are defined [5]. Clock and dependency constraints can
only be evaluated to one of the following represented by mod-3
integers [5]:
® present (+1): indicating that two events can occur con-
currently; :
absent (0): indicating that two events cannot occur con-
currently;
true (+1): indicating that an event has occurred,;
® false (—1): indicating that an event has not occurred.

Table I depicts the clock and dependency constraints for
coordinative operations.

Faults are modeled by clock and dependency constraints
and errors by landmark values of qualitative variables. Dis-
tinguishing between these two is necessary because naturally
an error is measurable, but a fault is not. Errors, such as low
pressure in tanks, etc., are derived by limit and trend analysis
of the variables, to which a sensor can be attached. However, a
fault, such as clogging or leaking a valve, cannot be measured
directly and can only be manifested through other measurable
variables (see Footnote 1).

B. Qualitative Flow Graph

QDM cannot show explicitly indirect influences of variables
and how perturbation can be propagated through the model.
For such cases graph representation has been found useful
[72). Formally, we define qualitative flow graph (QFG) as a
digraph embodying the QDM expressions and the notion of
fault. In QFG, nodes are qualitative variables and arcs are
conditional ordinary qualitative operations, whose antecedents
are dependency constraints.

Definition 2—(Qualitative Flow Graph): QFG is a digraph
represented by four sets:

QFG = {V, A,0,C}

where V is a set of nodes standing for the qualitative variables;
A is a set of arcs relating the two nodes; O is a set of ordinary
qualitative operations; C is a set of dependency constraints for
coordinative qualitative operations given in Table 1.

All the arcs of the QF'G are conditional. A conditional arc is

A:C—- 0.

For each arc, A € A, if for C € C,E(C) = 1 holds, then
O € O is enabled, where £(C) is an evaluation of the
constraint C.

QFG offers higher semantic richness than digraphs used
in other fault diagnosis techniques (such as [72], [62], etc.)
C resembles the predicates and functions labeling the arcs
of a recursive transition network (RTN) for the procedural
knowledge [29]. O and V resemble the transitions and actions
in RTN. But in QFG the way that the processes are activated
and interact is dependent to the existing faults and governed
by clock and dependency constraints. Thus QFG integrates
the model of the normal system with the deviations due to
faults. Another advantage of using QFG is its flexibility when
coping with modifications, degradation and rearrangement of
the system, as in such cases only some of the constraints are
modified.
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C. Qualitative Process

QFG is a network of overlapping qualitative processes. A
qualitative process (QP) is a finite, connected, unidirectional
string of arcs of QFG, relating an input node to an output one.
An input node is the one with an in-degree-zero. Similarly,
an output node is the one with an outdegree zero. Thus
a process shows how qualitative variables can affect each
other.®> Qualitative processes are extracted from the QFG
by decomposition, i.e., assigning the shared nodes and arcs
between two processes to both of them. There are 16 processes
for the tank system given in Appendix I.

The notion of process has acquired different meanings in
qualitative reasoning literature.* A key point in fault diagnosis
is distinguishing the effects of a fault on the network of
the overlapping processes. By exploiting the conventional
definition of process and qualitative simulation, a number of
possible behaviors are generated and a one-to-one relation
between a fault and a characteristic behavior of the system
cannot be established. For the sake of removing the ambi-
guity in simulation, the network of overlapping processes is
decomposed and the characteristic behavior for each process
is derived. Then by applying faults one by one another set of
faulty behavior is derived. Such behavioral information serve
as the basis for detecting faults.

D. Behavioral Fragment

Behavioral fragment (BF) is the characteristic behavior of
a process and is defined as the record of landmark values for
the displayed® qualitative variables belonging to that process.

Definition 3—(Behavioral Fragment): Behavioral fragment
BFp, of a process P;, is a finite sequence of landmark values
(L), of the form:

BFp, = {VV € pj| H‘J(L’f/)} (3)
k=0

L% is the kth landmark value of a displayed qualitative
variable V; and |# is a symbol for abbreviating (2) to (3).
BFs are derived by qualitative simulation (QS) in two steps:

® Dependency constraint satisfaction on the arcs of the
processes.

® Landmark value identification of the qualitative vari-
ables.

First, the simulator looks for the antecedents of the condi-
tional arcs that can satisfy the given situation. Through clock
and dependency analysis one can verify which of the arcs of
the processes are activated and can take part in simulation.
Then processes whose enabling conditions of their arcs are
not yet satisfied are deleted. On the next step, a conventional

3Similar to the definition of process in system engineering, cf. [35].

“Weld has defined continuous and discrete processes by two sets of
preconditions and influences [68]. Preconditions govern when the process can
. be active and influences show how various quantities are modified through
an active process. In Forbus’ terms a qualitative process is specified by five
parts: individuals, preconditions, quantity conditions, relations and influences
[23]).

Si.e., those variables considered important to be tracked or recorded.

simulation program derives landmark values for each variable
of the remaining processes.

For the processes of the tank example, and for the displayed
qualitative variables the BFs are given in Appendix I.

E. Qualitative Observed Behavior

An observed behavior for a qualitative variable V is read by
the sensors and is interpreted qualitatively as a finite sequence
of pairs (L%, T%), having the form given in (1) [24].

Assumption 1: For a set of qualitative processes P, every
observed behavior ©, is associated with a subset of processes
P, i.e., © can be derived by qualitative simulation on the P.

As stated before, faults are modeled by the antecedents
of the conditional arcs of the processes. We define here the
relation between the observed behavior and the fault arcs.

Definition 4—(Fault Arc): For an observed behavior, (:),
associated with P, a fault arc is the one whose dependency
constraint is evaluated to a different value than that of the
processes P. For ¢p and O € O,

FA={3j,ar:(cr — O)|E(cF)p, # E(cF)p,}

where £(cr)p, and £(cF) p, are evaluations of the constraint

cr for the process P; and P;, respectively.

FA is the set of fault arcs. P; and P; are processes
belonging to the P and P, respectively. For each ar € FA,cr
addresses a fault.

F. Diversified Behavioral Fragment

The deviations from the behavior of the normal system,
i.e., characteristic behaviors of the faulty system are defined
by the diversified fragments (DBF). DBFs reflect the effect of
propagation of a fault in a set of processes. Similar to BFs,
DBEFs are also derived by qualitative simulation when applying
the conditional arcs one by one.

Definition 5—(Diversified Behavioral Fragment): Diversified
behavioral fragment for the process P; is

3cr,VV € P;,  DBF(c)p, = { o, L’;,(CF)}

k=o

where V' is a displayed qualitative variable and cp is a fault
arc.
DBFs for the pressure tank system are given in Appendix I.

C. Detecting Candidate Faults

Candidate faults are detected by comparing the observed
behaviors with the BFs (behaviors of the normal system) and
DBFs (behaviors including a fault), using similarity concept,
defined qualitatively below.

Definition 6—(Similarity): For a qualitative variable V' be-
longing to a process P;, two different behaviors, (45, L})
and (Yp_, L%) are called “similar” if, either

vk, LY = L%
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or
Vk,8L% >0 — 8Lk >0
Vk,dLY, < 0— 8Lk <0
Vk,8L% =0 — 8Lk = 0.

The OL¥ indicates the direction of change between the two
neighboring landmark values.
Lemma 1 (Candidate Fault Detection): For an observed
behavior © of a qualitative variable V,
® For each process P;, where V € P;, compare © with the
portion of the BFp, (V') for the qualitative variable V.

® If the BFp,(V) and 6 are similar, conclude that © is
a possible behavior of the normal system, or the fault is
undetectable.

® Otherwise, for each process P;, compare © with the

DBF's of the qualitative variable V.
® If a DBF is similar to ©, the fault arc cp of the
DBF(cr)p; embodies the fault.

Let’s consider two cases of an observed behavior (4): no
change (Case 1.1) and decrease (Case 1.2) of the liquid level in
tank 7> (Fig. 6). Such behaviors are interpreted qualitatively,
by the expressions (5) and (6), respectively.

c:')1 = {HT2 |i’}17-2 y f’%lfrz } (4)
Case 1.1: i%,Tz = I:J}h? 5)
Case 1.2: Ly, < Ly, (6)

Applying Lemma 1 and comparing with the BFs in Appen-
dix I shows that BFp, and BFp, are similar to (6), indicating
that it can be a possible behavior of the normal system.
Equation (5) is not similar to any of the BFs. Comparing
(5) with the DBFs in Appendix I, recorded for the variable
Hr,, shows that three similar behaviors exist: DBF (w2, =
0)p,, DBF(w%y, = 0)p, and DBF(wy, = 0)p,. Fault arcs
for the affected process are possible single candidate faults:®

(w&y, =0:  CV; clogged)

(wév2 =0: CV; clogged)

and

(w&y, =0:  CVg clogged).

Candidate fault set for each case is given as follows.
- N
Case 1.1: (LHT2 = L}‘I’rz) —
{(wg“vl = 0)’ (wévz = O)? (w?:VG = O)}

As another example, observed behavior can be recorded for
a number of displayed variables rather than only one. For
instance, let us consider the case that the pressure in 75 is

5Note that wcv; is a mod-3 integer but Q¢ v, indicates a qualitative state
variable of the valve CV;.

s
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steady and there is no flow of air from T to 7, or-in
qualitative terms:

é2 = {(Aout/Tz = 0)7 (PT2 = P;‘g)}

Comparing éz with the BFs indicates that this cannot be a
possible normal behavior. Comparison with the DBFs shows
two similar cases, DBF(w%y, = 0)p,, and DBF(w%y, =
0)p,,, as well as DBF(w}y, = 0)p,, and DBF(wgy, =
O)PIS : i

Case 2.1: (Agui/1, = 0) = {(w&v, = 0), (Wi, =0)}

Case 2.2: (P, = Pﬁ,) — {(wéw = 0), (L;.%V5 =0)}.

A fault hypothesis is a subset of candidate faults. Below we
introduce a method for validating such hypotheses.

VI. VALIDATING CONCURRENT FAULT HYPOTHESES

A fault hypothesis is any combination of the candidate
faults. In experts system literature, the Dempster-Shafer (DS)
theory of evidence has been applied to verify the hypotheses
[32], [33], [71). However, DS-based methods are useful in
situations where the elements comprising the hypotheses are
mutually exclusive, and the hypothesis set can be narrowed
down by accumulation of evidences. In concurrent fault case
the mutual exclusiveness condition may not hold and the
validation problem for each observed behavior is selecting
a subset of candidate faults that if occurred simultaneously,
could produce the observed behavior.

For each qualitative process, there exists a relation holding
between a candidate fault and a landmark value of an output
(or displayed) variable of that process, derived from DBFs.
For instance, for the process Py and for the candidate fault
(CV; clogged), the following relation holds (provided that it
is the only fault):

(w&v, =0) - (Hr, = Hg,).

The following proposition indicates how such relations can
be used to verify a fault hypothesis.

Proposition 1—(Validating Fault Hypotheses-1): For a hy-
pothesis composed of a number of concurrent candidate faults
and for the processes embodying those faults, if the union of
the range of variation of an output or displayed variable is
identical to that of the observed behavior for that variable, the
fault hypothesis can be considered valid.

The proof is straightforward: for each variable, each process
is responsible for a portion of the behavior, given in terms of
landmark values and ranges between the neighboring landmark
values, and their union is the possible range of variation if
such a behavior is identical to the observed one. Therefore
one can derive that all those faults whose effects lead to such
behavior actually exist. Let’s test the validity of the fault
hypotheses for the candidate faults derived in Section V-C.
For the Case 1.1, there are three processes active: Py, P;
and Py. Test result of the combinatorial faults is given in
Table II. For instance, H; is valid. Hypotheses H3,H4 and
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TABLE 11
TEST RESULTS FOR FAuLT HYPOTHESES OF CaASE 1.1

Hi:(why, = 0) A (wEy, = 0) A (wy, =0)

Test: [HT, = H3,]

(level maintained)

Hat (wiy, = 0)A(why, =0) A (“‘%‘VG =1)

Test: [H7°-2 <Hrp, £ H(Tg)ma.x]

(level increased)

Ha: Wiy, = 0) A (why, =1) A(wdy, =0)

Test: [H(Tz)min < HT2 < HlT"g]

(level decreased)

Hai (whvy, = 1) Alwy, = 0) A (Why, = 0)

Test: [H(Tg)min < HT2 < H’]o"2]

(level decreased)

Hs: (‘-‘%v, =0)A («\%V2 =1)A (c‘,'%;v'3 =1)

Test: [H(Tg)min < HT2 S H(Tg)max]

(level controllable)

He: (why, = 1) A (why, =0)A(wy, =1)

Test: [H(T2)min < HT2 < H(T2)max]

(level controllable)

Hs: ("‘%'Vl =1A (“%‘Vg =1)A (“’QCVG =0)

Test: [H(Tz)min < HT2 < H"[)‘zl

(level decreased)

‘H7 are not valid because the ultimate level of material in 75
decreases which is in contradiction with the observed behavior
(5). Similarly, H is not valid because the level increases. Hs
and He are interesting cases in which Hr, can have any value
between the maximum and minimum allowable levels, i.e.,
Hr, is controllable.

Definition 6—(Qualitative Controllability): A qualitative
variable is controllable if the union of its ranges of variation
for the processes it appears in covers the whole allowable
range of variation of that variable.

Controllability, in qualitative terms, indicates whether a
particular behavior can be achieved or not. It implies that a
variable can have any behavior between the maximum and
minimum range of variation. However, the problem of how the
behavior is achievable (precise set points and fine regulation)
cannot be answered.

Proposition 2—(Validating Fault Hypotheses-2): For a hy-
pothesis composed of a number of concurrent candidate faults
and for the processes embodying those faults, if the fault
hypothesis leads to controllability of an output or displayed
variable, that hypothesis is valid.

From Proposition 2 one can derive that H; and Hg are also
valid hypotheses. Note that H; indicates that three concurrent
faults may exist, but Hs and Hg may narrow them down to
one, suggesting that either clogging CV; or CV; may be an
acceptable explanation for the observed behavior of the Case
1.1.

For the case 2.1, the active processes are Pys and Pj5. Test
results are given in Table III. The only acceptable hypothesis is

Hi: (wiy, = 0) A (W?:'v5 = 0).

This implies that CVy and CVj; are both clogged.

For the case 2.2, the active processes are P;3 and Pj4. Test
results are given in Table IV. Again either (w%y, = 0) or
(w&y, = 0) cannot produce the observed behaviors if they
are a single fault. But concurrent occurrence of them gives
an acceptable explanation for both observed behaviors of the
cases 2.1 and 2.2.

TABLE HI
TEeST RESULTS FOR FauLT HYPOTHESES OF CASE 2.1

Hy: (wéV‘1 =0)A (;..)(2:.‘,5 =1) .
Test: [Aoue/T, S Afout/Tp)max] (flow increased)

Ha: (why, = 10A (why, = 0)
Test: [Aoue/T, < A(our/Tz)max] (flow increased)

Hs: (W%‘V‘ =0)A (wévs =0)
Test: [Ague/7, = 0]

(flow maintained)

TABLE 1V
TesT RESULTS FOR FAULT HYPOTHESES OF CASE 2.2

Hiz(why, = 0)A (wiy, =1)
Test: [P(1yymin < Pr, € PR

(pressure decreased)

Ha: (W2CV4 =1)A (w‘lcvs =0)

Test: [P(1;)min < Pry < P7‘22] (pressure decreased)

Hs: (wy, = 0) A (wEy, =0)

Test: [Pr, = sz] (pressure maintained)

VII. RULE-BASED QUALITATIVE MODELING AND REASONING

In this section methods for developing the qualitative com-
piled model (QCM), generating diagnostic rules, and model-
based query answering are introduced. First, the qualitative
processes are lumped and transformed to the QCM and then
diagnostic rules are generated from the QCM by qualitative
sensitivity analysis (QSA).

A. Qualitative Compiled Model

Qualitative compiled model (QCM) is the outcome of
the goal seeking approach to modeling, in which the main
principle of abstraction is identifying input/output relation
between the modeling elements [41]. For each qualitative
process two of the nodes are considerably important: the input
node and the output node, standing for the input and output
qualitative variables. Qualitative processes are lumped to a
single arc (A : C — O), that connects the input and output
nodes. The antecedent C is derived by multiplying all the
dependency constraints of the individual arcs of that process
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Fig. 7. Reduction rules for lumped processes.

and the consequence O reveals the overall relation holding
between the two end nodes of the process by combining the
intermediate qualitative operations using the reduction rules
given in Fig. 7.

A lumped process depicts the relation between landmark
values of the input and output qualitative variables. Intuitively,
if the overall operation M or M~ holds between two
qualitative variables [X] and [Y], namely, [Y] = M*[X] or
[Y] = M~[X], one can derive that increase of the value of
X will result an increase (or decrease) in Y, or on the other
hand, steady X will produce steady Y. Therefore, a landmark
value of [X] is related to a landmark value of [Y]. In case
of I (or I"), a steady X will produce a monotonically
increasing (decreasing) Y, therefore there is a mapping from
a landmark value of one to an interval bounded by two
neighboring landmark values of the other. These are saved
as single antecedent/single consequence crude causal rules in
the p.. set.

The relation between the antecedent and consequent of
the crude causal rules denotes sufficient conditionality, i.e.,
validity of antecedent implies validity of consequence. The
negative rules are assumed to be valid. However, there is
no strict implication, i.e., validity of a consequence does not
necessarily lead to the validity of its antecedent [8]. Therefore
Pcc set includes both the causal rules as the result of lumping
processes and their negations. Then antecedents of the crude
rules having the same consequence are conjoined to form
a combinatorial rule. p..m is the set of competitory rules,
accounting for the overlapping processes. QCM is the union
of the p.. and pcom-

QCM = pec U peom
Each QCM rule has the form,

Ri(pi Apj A=+ — px)

where (A) is the logical connective “and,” and p;, p; and p, are
the antecedent and consequence propositions, addressing either
a landmark value or an interval bounded by two neighboring
landmark values of a qualitative variable. QCM rules for the
pressure tank system are given in Appendix II.

B. Qualitative Sensitivity Analysis

It is a fundamental assumption that human being has a
preference for reasoning based on state information [S6]. States
of the QCM are given by complete subsets of propositions
that embody the true propositions according to the order of
truth propagation. The causal ordering (CO) technique [36]
can derive the complete subsets for a given set of initial
facts and hypotheses. All the propositions belonging to a
complete subset possess the same ordering rank (r). The
normal behavior of the system is the sequence of states ordered
according to the increasing rank.

Sensitivity is a factor demonstrating the relevance of the
effects of perturbation on the QCM. Perturbation is defined
qualitatively in terms of an external event forcing a landmark
value of a qualitative variable shift to its neighboring ones.
For example, in the case of C'V; and C'Vj closed, a leak from
either valves makes the H7, shift toward either H(r,)max OF
H(T,)min- QSA is a technique to detect possible effects of
such landmark shift on the other variables. QSA can derive
sensitivity of the higher rank landmarks, due to perturbation
affecting the lower rank ones [18].

Definition 7—(Qualitative Sensitivity): Let Li, and L}
be two neighboring landmark values of a qualitative variable
U. Let L}, and L{,’H be the two neighboring landmark values
of another qualitative variable V. Suppose that Perturbation is
introduced to L},, causing L}, to shift to L. Then L}, is
called sensitive to such perturbation, if L{,, is an antecedent
for L};, in a causally ordered network, and if L', happens
to have the same rank with the L}, on the same network. This
is shown by: '

(Li, LEYR(LL,, L3 7

where (R) is the symbol denoting the qualitative sensitivity.
Lemma 2—(Qualitative Sensitivity Analysis): Qualitative
sensitivity analysis is carried out as follows:
® Derive complete subsets by the causal ordering (CO) for
the union of the initial fact and hypothesis sets, F U H.
® Treat each new perturbation as a new hypothesis and
derive the perturbed complete subsets for the new set of
facts and hypotheses, by CO.
® Check the complete subsets for the existence of the
landmark values of a variable having the same rank.

For the pressure tank system the initial fact set, indicating
the order of opening the control valves, is

F={(Qcv, >0), (v, > 0), (Rcv, = 0),
(QCVz > 0)’(QCV3 > 0)’(QCV5 > 0)} (8)

The hypothesis set, H, is composed of some assumptions
such as the initial pressure in the tank T is higher than T}.

H={(Pr, > Pp,)}.

For the QCM given in Appendix II, and for the afore-
mentioned fact and hypothesis sets the complete subsets are
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derived:

(r=1) = {(Qcv, > 0),(Qv, >0),(Qcv; = 0),
(Qcv, > 0),(Qcv, > 0),
(T = 2) = {(Ul > O)v(U2 > O)y(Jl = 0)7
(0 < Fout/Tg S Fout/Tz)ma.x)v
(PTO"I < PT1 < P(T|)max)7
(0 < Ain/T, < Ain/T,)max)}-

Suppose that perturbation is introduced to the proposition
(R¢cv, > 0). The neighboring landmark, that is (Qcv, =0),
is treated as a new hypothesis, added to the F U ‘H. Causal
ordering derives the new ordering for the new F U H:

(r=1)= {(Qcv, > 0),(Qcv, >0),
(Qcv, =0),(Qcv, > 0),
(Qcv, > 0), (v, > 0),
(Qcv, > 0),(Pp, > Pr,)}
(r=2) = {(0 < Fouyr, < Flout/Ty)max)s
(Pr, < Pr; < P17, )max)
(P(7,)min < Pr, < Pp,),
(0 < Ain/1, < Ain/T,)max)> (Aot = 0),
(P1, < Pr, £ P1y)max), (Ainy1, = 0),
(J1 = 0),(Uz > 0), (U1 > 0)}.
In this case the landmark values of the variables A;, 7,
and Pr, appear to have the same rank, therefore according to

Definition 7, they are sensitive to perturbation introduced to
(ch4 > 0),

[(Ain/7, =0),(0 < Ainy1, < Ain/1y)max))]

R((Qcv, >0),(Qcv, =0)] (9
[(Pezyymin < Pr, < Pf,), (P, < Pr; < P, )max))
R[(Qcv, > 0),(Qcv, =0)].  (10)

C. Diagnosis Rule Generation

Diagnostic rules are empirical associations between an
observed behavior and the possible faults [49]. QSA is applied
to generate diagnosis rules. Suppose that p, g, r, and s
are the corresponding proposmons for the landmark values
Ly, Lyt L, and L]+ in (7), respectively. Let p and r
represent a rule in the compiled model of the normal behavior.
Then the other two propositions can depict a diagnostic rule
in the sense that the cause of observing a malfunction (i.e.,
in this case shown by proposition g) is a perturbation in one
of its direct or indirect antecedents (i.e., indirect cause is the
proposition s in this case). The diagnostic rule is

ge—s

or in descriptive form: “If g is observed, its possible cause
is s.”

Lemma 3—(Generating Diagnostic Rules): The diagnostic
rules are generated as follows:

® Derive all the sensitive cases, for a given perturbation
and record them in the form of (7).

® Replace the landmark values with the corresponding
propositions for each sensitive case.

® Delete the propositions representing a relation in the
QCM rules. Remaining propositions represent a diagnos-
tic rule having the form of

(@VagV:Vgn)

which implies that s is a possible cause of the accumulated
evidences (q1 — qn).

.Applying Lemma 3 to (9)(10) and deleting the originally
related landmark values in them leads the following rule:

[0 = Ain/7,] V [P1y)min < Pr, < Pr] < [Qcv, =0].

This can be interpreted as: “If the net pressure of the tank
T; is reduced, check the flow of air into the tank. If the flow
is halted, then deduce that the pressure valve CVj is possibly
clogged.”

D. The Query System

Sensitivity analysis can also be applied to give answer to
“what --- if” questions. For the same system let’s find the
answer to the question: “What will happen if the pressure
valves C'V} is clogged while CV5 is opened?” The propositions
(Qcv, = 0): “CV, is clogged” and (Qcv, > 0): “CVs
is opened” are treated as a new hypothesis and the causal
ordering derives the new ordering.

FUH= {(chl > 0)’(QCV4 > 0)’(QCV4 = O)v
(Rev, > 0),(Qev, > 0), (v, > 0),
(Qev, > 0), (v, > 0),(Pp, > P7,)}-(11)

Complete subsets including perturbation are

(r=1)={FUH}

(r=2) = {(0 < Fouey1, < Flout/Ts)max)> (U1 > 0),
(Uz > 0), (P1,ymin < Pr, < Pr,),
(P2, < Pr, < P(1y)max), (Ain/7, = 0),
(0 < Ain/1, € A(in/Ty)max): (J1 = 0),
(0 < Aoue/1y < Afout/Ty)max)s (J1 > 0),
(Aout/T; = 0), (Pf, < Pr, £ P(Ty)max)s
(Piry)min < Py < Pr,)}-
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Sensitive cases are

((Ain/7, = 0),(0 < Ain/7y < Afin/T3 )max)|R

[(Qcv, = 0),(Qev, > 0] A [(Qcv, = 0),(Qcv, > 0)]
[(Pr)min < Pr, < PZ,),(P7, < Pr, < Pigyymax)IR

[(Qev, = 0),(Qev, > 0)] A {(Qev, =0), (v, > 0)]
[(Aout/T, = 0), (0 < Aout/Ts) € Afout/Ts)max) IR

[(Q2cv, =0), (Qcv, > 0] A [(Qev, = 0), (Qevy > 0)]
[(P(ry)mmin < Pr, < P1,), (Pf, < Pr, £ Pi1y)max) ¥

[(Qcv, = 0),(Qcv, > 0] A [(Qev, =0), (v, > 0)]
(1 =0),(J; > O)R

[(Qcv, = 0), (v, > 0] A [(Qev, = 0),(Qcv; > 0)].

Applying Lemma 3 derives the following rule:

(Ain/T, = 0)

(P(Ty)min < Pr, < PR)
(Pﬁ < PT'z < P(Tz)max)
(
(

<< <<

AOUt/Tz = 0)
J1>0)

— {(chq =0A (QCV5 > 0)}

This is interpreted as: “Clogging of the pressure valve CV;
while CV5 is opened may possibly halt the flow of air out of
T, and into T}, reduce the pressure of tank 77, increase of
pressure of tank 75, and a flow of compressed air from 7> to
the reservoir tank.”

VIII. SITUATION ASSESSMENT

Situation assessment’ is verifying the current state of the
world. During situation assessment, the existing data base
of facts is evaluated against the valid fault hypotheses and
updated.

It is assumed that the valid faults add to the data base of
already existing facts. A set of facts is preserved and updated
(similar to STRIPS [20] or possible worlds [30]). This is
different from the ATMS-based diagnosis [15] in the sense that
we start with a valid fault hypothesis. In assessment technique,
the proposition addressing antecedents or consequences of
QCM rules can be an element of the qualitative data base
(QDB). Valid faults are treated as new hypotheses, H, added
to the initially given fact set, 7. Apparently, in the F UH all
the hypotheses must hold but some of the existing facts may
not hold any more. Then a complete data base (in the formal
logic sense) [13] is generated that satisfies the QCM rules,
and has no contradiction with the hypotheses H. The idea
is preserving the existing facts as much as possible until the
point that the inconsistency of the QDB by adding any of the
facts can be proved [30]. A consistency checking algorithm
compares the hypotheses with the already existing facts, F,
detects the facts that are in conflict with H, removes them and
saves the rest in the unchanged (NC) set. The union of QDB
and NC is the new fact set, reflecting what has been affected

7This definition of situation assessment is different from that of Thorndyke,
in which situation assessment was used as almost synonym to compiled
model-based fault detection (see [65]).

by faults (QDB set) and what has not (NC set).
F=QDBUNC.

Definition 8—Complete QDB): The QDB is complete if
having three properties:

® Facts in the QDB are not contradictory.

® Facts in the QDB satisfy the QCM rules.

® Adding any new fact to the QDB that violates a rule of

QCM, also contradicts an existing fact in the data base.

The consistency algorithm checks if the negation of any
proposition p of H already exists in the fact set. If so, the
(—-p) will be deleted from F and the rest are saved in the
NC set.

Let’s consider a valid fault hypothesis for the example Case
1.1, such as:

H = {(Qcv, =0),(Qcv, = 0),(Qcvy; = 0)}.

The fact set F is given in (8). The complete data base
satisfying QCM rules and Definition 8 is given as

QDB = {(chl = 0)’(K2 > O)r(PTo'| < PT1 < P(Tl)max)v

(Qcv, =0), (K1 =0), (H1,)min < Hr, < Hy,),
(QCVG = O)» (Fout/Tg = 0)7
(0 < Ain/Tl S A(in/Tl)max)}‘

Consistency checking detects the conflicts between F and
H:

NC = {(QCV4 > 0), (ch5 = ()),(ch3 > O), (Pfﬁ2 > P;l)}.

where QDB U NC reflects the current state of the world.
This updated data base can explain the outcome of fault
propagation. For instance, the answer to the questions such
as: “What happens to pressure in T3 in Case 1.1?” is derived
from the data base that includes: (P2 < Pr, £ P(1,)max) €
QDB U NC, indicating that the pressure will increase.

IX. CONCLUSION

The subjective qualitative fault diagnosis (SQFD) embody-
ing the deep and compiled model-based techniques for de-
tecting concurrent faults, diagnostic rule generation, query
answering, generating and testing concurrent fault hypotheses
and situation assessment was introduced. A hierarchy of the
deep and compiled levels resembles the problem solving
behavior of human experts in the S-R-K framework. SQFD
can serve as a knowledge-based aiding system, managing
to minimize the cognitive overload of the human operators
by reducing the inferences that they have to make when
diagnosing faults.

SQFD can detect most of the faults with short propagation
time. After running a number of times on the same class of
faults, the system becomes more efficient because it shifts
automatically from the knowledge level to the skill level.
However, a main problem is dealing with the long time lag in
fault propagation: in some cases the effects of fault propagation
in the network of overlapping processes can be observed after
a long delay, even when the initial cause has already been
removed. Detecting fault in those cases is an active research



26 IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS, VOL. 23, NO. 1, JANUARY/FEBRUARY 1993

work. Modeling propagation delays by the clock constraints of B. Clock Constraints

the extended qualitative model is currently under investigation.

APPENDIX 1|
QUALITATIVE DEEP MODEL OF THE PRESSURE TANK SYSTEM

A. Qualitative Deep Model

A controlled valve has a single state variable, Qcv,. VCV,
(Qcv; > 0): valve enabled; (Qcy, = 0): valve disabled;

Concerning the tanks, there is a uniform supply of material
to T through CVs. Pressure of T3 is controlled by CV, and
CVs. Overall level of the two phase material (material A and
B) in T, is controlled by CV; and CV,. Pressure of T is
controlled by CVjy. Level of the material in T is controlled
by CV; and CVj.

Qualitative variables are Fy, G, U1, K1, Us, K>, Fs, Ga,
J1, N1, 81, and Ej, representing flow-in and flow-out for the
controlled valves CV;-CVg, respectively; Qcv,, Qcvy, Qovs,
Qcv,, Qev,, and Qv are state variables of the valves; Pr,
and Pr, are net pressure of T5 and T7; P; and P, are pressure
losses of T»; Fiy /7, and Fi, 1, are flow of material into T5
and Ty; Hr, and Hr, are overall level of material in T and
T1;H a1, and Hp,r, are level of material of type A and B
in To; Foue/1, and Ay 7, are flow of material and air out of
Ty; Fr, and Ay, are net flow of material and air into T3:

[F1] = [G1] = M [Qcv,] “when” (Qcvy, > 0)
[U1] = [Kl] =Mt [ch,‘,] “when” (QCV2 > 0)
[U2) = [K2] = M*[Qcv,] “when” (Qcv, > 0)
[Fz] = [Gz] =Mt [ch] “when” (ch4 > 0)
[Jl] = [N1] =MT [chs] “when” (ch5 > 0)
[S1] = [E1] = M+[chﬁ] “when’ (Qcv, > 0)
[P1] = I"[G2) “when” (R2cy, > 0)
[Po] = [I7[N1] “when” (Qcy, > 0)
[FinyTs] = M *(E1] “when” (Qcvy, > 0)
[HA/TQ] =I" [Gl] “when” (chl > 0)
(Hg/1,] = I”[U1] “when” (Qcv, > 0)
[Pr,] = I'*[G2] “when” (Qcv, > 0)
[Fin/1,) = M*[G1] “when” (Qcv, > 0)
[Fou/T,) = M*[Us] “when” (Qcv, > 0)
[Pr,] = M¥[P\] + M [P
[Hr,] = M¥[Ha/r,] + MT[Hp)1,)
[Fr,] = M*[Foy1,] + M~ [Fouy,)
[Foury1y] = It [Uh] + IF[F]
[Aowy/m,] = IF[N1] + IH[F]
[Hr,) = I [Fr,)
[Hr,] = I [Fin/13)
[Ain/Tl] =I" [Gz]

2

2

Uy =

2

U2:

2

_ 2.2

1 = g1 = Wey, (-~wev,
2_ 2

ki = w’cvg(—wcv2
2 _ 2

k3 = wcvg(—‘ﬂcvs

22
2 -—gz~wcv,.("wcv4

2 _ .2 __ 2
=1 = ‘Ucvs(—WCV:,

2 _

2 2
51 = € = Wwey,

(—‘UCVG

pi = g3(~wev, — wiv,)
p3 = ni(~wev, — wev,)
i2n/T2 = e%(—wcvs - u?:ve)
ham, = 91 (~wev, = wéy,)
hB/TQ = u?(—“’CVQ - Wév;)
PTl = gg(—“’cv.a ch)
i2n/T1 = 9%(‘“’0% - wcv,)
ffmm = ug(—WCVs chs)
p7, =P} =P
hn = :24/T2 = h};)/T2
2 = fam = foayn,
3utT2 = “% = 12
out/T, — n% = 2?
W, = 1,
W, = fom,
/Ty = gg
C. Dependency Constraints
weyy [Qov] = MT — [Gy]
wey,: [Qev,] = MY — [U1]
wev, [Qovs] = MT — [Ue]
wey,: [Qev] = MT — (G
wev,: [Qov] = MT — [Ny]
wev,: [Qeve] = M* = [B1]

wgy, (—wev,
wey, (—wev,
wev, (—wevs
wévl (—wcvl
wéVg (_wcvz
wgy, (~wev,
way, (—wev,
wev, (—wevs

- ch

- Wév, )
- w<2:v2)
- “%vs)
- Wg:v.,)
- Wg:vs)

- W(?Evs)

[G2) = I — [P]

—wcv5 ([Ni] = I7 — [Py

[Rn/Tg]

—wey, ):[G1] = I™ = [Haym,)

):
)
- W%vs):[Ell - M* -
)
)

- wev,): (U] = I™ — [Hp/1,)

—wcv) (Ga] — It —

- wcvl)- [Gi1] = M* -
““%‘Vs):[Uﬂ - M* -

D. Qualitative Processes:

— [Pr,]
(Fin/:)
[Fout/T1 ]

There are 16 qualitative processes shown in the following.
For each conditional arc, the antecedent is written above the
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consequence that is an ordinary qualitative operation.

Py

P
P
Py
Ps :

Ps:
P72

Pu) : [QCV4] — M+ —_
D Qcv,] = Mt —
P}Q : [chd] — M+ b

Qcov) = M*F — [Us] — (Ko
eyl 1" = e
[ch.?“* M* — B
— [Hr,)

[Qc[‘lg] - 1§’f+ - [G1] - M*
[QCV:]UZT’W S ARG S
[Qcv,] — M+
- [HT2]
Qev,] = MY = [U)] - [K)]
: [QCVg] — M+ d [El] e M+ -

- [HT'z]

P13 : [chd] d M+ o
P14 : [QCV5] - M+ bnd

[Gi] = I” — [Hayp,] = MY

(Go] — I —
[Ga) = I —
(Ga] = I — [Aouy/1]
{Gzl _— [PI] - Mt =
[Nl] -1~ — [PZ] - Mt -

[Fout/Tz]
— [U) = I~ — [Hp1,] = M*

[Rn/Tz] i I+

[PT1]
[Ain/Tl]

[Fout/Tll — M-

- [Rn/Tl] - M+

[PTz]
[PTz]

Pis : Qcv,] = Mt — [N1] = I — [Ague/1]
Pig : [Qcv,] = Mt — [N1] - [/1]
E. Behavioral Fragments

BFPl = [ch3 (QCV3 > 0)] [Ug Uz > 0)]
[K2:0,(K2 > 0)]

BFp, = [Qcv,:0,(Qcv, > 0)],[U2:0, (U2 > 0)],
[Fr,:0,(Fr, <0)],
[Hr,: H7,, (H(T,)min < Hr, < H7,)]

BF'}:»3 = [QCV,’ (QCVl > 0)] [GIIO, (G1 > 0)],
[FT, FT; > 0)]

[HTx'HTl’(HT, < Hr, < H(1,)max))]

BFP,1 = [QCV‘IO, (QCV, > 0)], [GIZO, (Gl > 0)],
(Hr,: H, , (H(Ty)min < Hr, < Hz,)]

BFp, = [Qcv,:0,(Qcvy, > 0)],[F1:0,(F1 > 0)],
[Fout/72:0, (0 < Fout/T, < Flout/Ts)max)]

BFp, = [Qcv,:0,(Qcy, > 0)], [U1:0, (U > 0)],
[Fout/75: 0, (0 < Four/Ty < Flout/Ty)max)]

: BFp7 = [QCVZZO, (ch2 > 0)] [U1 U1 > 0)]
[Hr,: Hp,, (H(T,)min < HTQ < Hz,)]

BFp, = Qcv,: 0, (Qcy, > 0)],[U1:0, (U7 > O)],
[K1:0, (K, > 0)]

BFp, = [Qcv,:0,{Qcv;, > 0)],[E1:0,(E; > 0)],
[HTz'HT;n(HTg < HT2 < H(Tz)max)]

Bpr = [ch4:0, (ch4 > 0)], [GQ:O, (Gz > 0)],
(Pr,: P7,,(P7, < Pr, < P(1,)max)]

BFp,, = Qcv,:0,(Qcv, > 0)},[G2:0,(G2 > 0)],

[Ain/7,:0,(0 < Ajn/1y, < A(in/ T, )max)]

BF'}D‘2 = [ch:o, (QCV4 > 0)], [GQIO, (G2 > O)],
[Aout/73:0,(0 < Aour/1, < Afout/Ty)max)]

BFp, = [Qcv,:0,(2cv, > 0)),[G2:0,(G2 > 0)],
[Pr,: P2, (P1yymin < Pr, < P1,)]

BFp, = [QCV5 , (Qev, > 0)] [Nl 0,(N; > 0)]7
[Pr,: P7,, (P(Ty)min < Pr, < Pp,)]

BFp,, = [Qcv,:0,(Qcv, > 0)], [N1:0, (N7 > 0)],
[Aout/1,:0, (0 < Aoue/1, < A(out/Ts)max)]

BFp, = [Qcv,:0,(Qcv, > 0)],[N1:0, (Ny > 0)],

[Jl.O, (Jl > 0)]

F. Diversified Behavioral Fragments

Possible malfunctions of a control valve in the example are
either leaking when the valve is set closed, or clogged when
it is set opened. Two classes of faults are considered for each
valve.

® Clogged when enabled; in this case a valve C'V; behaves

as if it is disabled.

d Leaking when disabled; in this case a valve C'V; behaves

as if it is enabled.

The malfunction set is composed of

(“%v, =0) (wcv =0) (Wg:v3 = 0)
o= (ch1 =1) (wcv =1) (wgy, =1)
(wcu, =0) (wcv =0) (wiy, =0)
(ch,, =1) (“’cv =1) (Wév6 =1)

DBF((‘)%V, = O)Pz
DBF(wky, = 0)p,
DBF(w&y, = 0)p, = (v, >
DBF(wéy, = 0)p, =

w%vl = O(u.%v1 = 1): CV; clogged (leaking);
affecting processes P;, Py and Ps;

wév2 = O(Wév2 = 1): CV, clogged (leaking);
affecting processes Ps, P; and Pyg;

wey, = 0(wky, = 1): CV; clogged (leaking);
affecting processes P, and Py;

way, = 0{wgy, = 1): CV4 clogged (leaking);
affecting processes Pyg, P11, P12 and Py3;

w%vs = O(M%VS = 1): CV; clogged (leaking);
affecting processes Py4, Pi5 and Pig;

wévs = O(sz;vs = 1): CV; clogged (leaking);
affecting processes Py.

DBFs for the pressure tank system are
DBF(w&y, = 0)p, = (Qcv;:0), K:0)
DBF(wky, = 1)p,

( = (Qcv,:0), K2 > 0)
(wevy, = 0)p, = (Qcv,:0), (Hr,: Hy,)
BF(wky, = 1)p, = (Qcv, > 0), (Hzy)min < Hr, < HY,)
DBF(wky, =0)p, = (cv,:0), (Hr,: H,)

= (Qcv, > 0)(Hy, < Hr, < Hip,)max)
= (Qcv,:0),(Hr,: Hy,)
0), (H(y)min < Hr, < Hf,)

(Qev,:0), (Fou/1,:0)
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DBF(wéy, =1)p, = (Rcv, > 0),

(0 < Fout/T, < Flout/To)max)
DBF(w¢y, = 0)p, = (Qcv,:0), (Four/1,:0)
DBF(wéy, = 1)p, = (Rcv, > 0)

(0 < FoueyTy < Foue/Ty)max)
DBF(wiy, = 0)p, = (Qcv,:0), (Hr,: HE,)
DBF((;.)%V2 =1)p, = (ch2 > 0)(H(T2)m1n < Hr, < HTz)
DBF(wéy, = 0)p, = (Q0cv,:0), (K1:0)
DBF(wéy, = 1)p, = (Rcv, > 0)(K; > 0)
DBF(wgy, =0)p, = (Qv,:0), (Hr,:H3,)
DBF(wky, = 1)p, = (Qcv, > 0)(H, < Hr, < H(7,)max)
DBF(wgy, = 0)p,, = (Qcv,:0), (Pr,: PR,)
DBF(w&v, = 1)p,, = (Qcv, > 0)(PE < Pr, < Pry)max)

(

( 0)
= (Qcv,:0), (4

( 0)

( (A

DBF(wgy, = 0)p,, in/7;:0)

DBF(w}y, = 1)p, = (Qcv, > 0)(0 < Aig/1, < Ain/T,)max)
DBF(w&y, = 0)p, = (Qcvi:0), (Aout/1,: 0)

DBF(w%y, = 1)p, = (Qcv, > 0)

(0 < Aouy1, < A(out/T:)max)
DBF(wky, =0)p, = (chq-()) (Pr,: P§,)
DBF(“%V4 =1)p,; =( > 0)], (Piry)min £ Pr, < Pp,)
DBF(wky, = 0)p, = (QCVS:O) (Pr,: P§,)
DBF(“’%% =1)p, = ( > 0)(P(1,)min < Pr, < P1,)
DBF(wgy, =0)p,, = ( :0), (
DBF(wgv, = 1)p,,

) Aout/Tg'O)
> 0)
(0 < Agut/Ty < A(out/Ts)max)
DBI’C’(L‘J?;V5 =0)p, = (Qv;:0),(J1:0)
DBF(wévy, = 1)p, = (v, > 0)(J1 > 0).

APPENDIX II
QUALITATIVE COMPILED MODEL OF THE PRESSURE
TANK SYSTEM

A. Lumped Processes

P1: [Kg] = M+[QCV3]
Py:[Hp ] = I~ [Qcv)
Py:[Hr | = IT[Qcv,)
Py: [H'rz] = I_[ch1]

Ps: [Fou,] = I [Qcv,]
Ps: [Fouyr,) = I [Qcv,]
Pr:[Hr,) = I [Qev,]

Pg: [Kl] = M+[QCV2]
Pg: [HTz] = I+[ch6]
Pyo:[Pp,] = It Qcv,]

Pui: [Ain/r, ] = I [Qcv, ]
P1o: [Aguryr,) = T [Q0cv,]
Py3:[Pr,} = I"[Qcv,]
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Pyy: [PTz] = I_[chsl
Pys: [Aout/Tzl = I+[QCV5]
P1§3 [Nl] = M+[QCV5]

B. Qualitative Compiled Model

R1:(Qcv, > 0) — (K2 > 0)
RQZ (QCV3 > 0) A (chl = 0)
Rs: (Qcvy, > 0) A (Qcv, =0) = (HE, < Hry, £ H(7,)max)
Ra: (ch1 >0)A (Q(;V2 > 0) A (QCVe = 0)

— (H(T,)min < Hr, < Hy,)
Rs:(Qcv, > 0) A (e, > 0)

— (0 < Fouy1, < Flout/T;)max)
Rs: (Qcy, > 0) — (K > 0)
Rr: (QCVG > 0) A (QCVl = 0) A (ch2 = 0)

— (Hp, < Ht, < H(T,)max)
Rs: (Qcv, > 0) = (P, < Pr; £ P(7,)max)
Rg: (ch4 > 0) A (QCV5 > 0)

— (0 < Aou/7y

(H(Tl)mm < HT; < HTl)

< A(out/Tz)max)

Rio: (v, > 0) = (0 < Ain/1, < A(in/T,)max))

R11: (Qcv, > 0) A (Qev, > 0) — (P(Tz)mm < Pr, < )
Ri2: (Qcv, > 0) — (J1 > 0)

Ri3: (Qcv, =0) = (K2 =0)

Ri4: (Qcv, =0) A (Qcv, =0) = (Fouyr, = 0)

Ris: (Qcv, =0) — (K1 =0)

Rie: (Q2cv, = 0) = (Px,)min < Pr, < Pp,)
Ri7:(Qev, = 0) A (Qcv, =0) = (Aoue/y = 0)
Ris: (Qcv, = 0) = (Ajn/r, = 0)
Rig: (QCV., = 0) A (Q(;V5 = 0) —

Rgo: (QCV_r, = 0) bad (Jl = 0).
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