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Quantitative design of a development process
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Summary:

This paper gives a quantitative design of a software development process
aiming at a target error rate. Software errors are built-in by human errors
during design at a small rate, and various checks and tests are required to
check-out them. Checks and tests also err by the human error rate.
Quantitative relations between them have been obtained and explained. The
way how to plan error rates at each work process based on past record is
shown and the development of each countermeasure is discussed.
Quantitative metrics and rational planning as well as accumulating
experiences scientifically makes it possible to mature the software work
process.
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phone +81 - 48 - 857 - 4529, fax +48 - 858 - 3716.

1. Introduction

Well experienced software development leaders forecast the future of a new development of
their team very well, predict their individual subordinate's error rates accurately, and manage
developments very well based on their forecast and prediction. From their view point, team'’s
development work is like a transmission function which responds to an input generating the
corresponding output. It is generally accepted that a development process, consisting of
people, the team's way of doing, tools, and their environment, has a repeatable nature. Let's
call it a work process. It is a purpose of this paper to reveal quantitative aspect of a work
process and to clarify a systematic approach for arranging work process.

In Japanese software industry, Total Quality Control (TQC) has been contributing to improve
the quality. The main point of TQC is to improve the work process based on past experiences.
Among many practical improvements brought by TQC, a high percentage of improvements
are on documents. The effectiveness of documents in development in general, however, has
been widely accepted empirically and resulted in ISO 9000. The exact reason why and how
documents affect the quality has not yet been clear quantitatively. It is another purpose of this
paper to extract systematic aspect way to design work process, and to make the effect of
documents clear quantitatively.

Software errors are caused by human errors (Kanno, 1979). Figure 1.1 (Koono, 1987, 1992)
shows traces of a software design. A conceptual ‘clock’ is detailed to a data flow from 'real
time clock' to the 'time display’. Successive hierarchical conversions are made to detail the
data flow. These data flows are converted to flowcharts and then to source codes. During
these mental operations, designers err at a small rate similarly to other human operations, and
an error propagates through finally to code.(Koono, 1989, 1993) In Human Reliability
Engineering (HRE), this error rate is called Human Error Probability (Hgp). (Hayashi, 1984),
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(Swain, 1983) Hgp shows a wide variation generally. The largest is around 3 times, while the
smallest is around 1/3 times of the averaged value respectively (Swain, 1983).

Obtain time

Caii Obtain time

DCL 1 HANDS,
2 HRHAND,
2 MINHAND,
2 BECHANOD:

B R

CALL OBTAINTIME(TIME);

CALL '.TRANSFORNTOHANDS(TOME. HANDS).
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Figure 1.1: Design of 'clock' (Koono, 1987, 1992)

CALL DISPLAY(HANDS)

END CLOCK;
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Let us assume that S mental operations are made during designing a software of 1 kilo-lines of
non-commentary code (KLOC). The "built-in error rate" is given by:

"built-in error rate" = S X Hgp . Eq. 2.1

Various (desk) checks after design are also human error prone. An example of desk check is
to repeat the original design and compare the results. Errors remain when both operations err.
Provided that errors occur at random, the "residual error rate” is given by:

"residual error rate” = (S x Hgp) X (Sc x Hgpo), Eq. 2.2

where Sc is the number of mental operations during check and Hgp, is the human error
probability of the check. In Japanese software industry, "check-out ratio” is often used, which
is defined by:

"check-out ratio" = (checked-out errors) / total errors Eq. 2.3
= {1 -(Scx HEPC)}‘

Testing (by machine) is a comparison of the run output of a program by a test input data and
the correct output data derived from the specification. It is essentially a comparison of design
and test design, both of which are human error prone. The residual error rate after a test s
given by:

“residual error rate after test" = (S x Hgp) x (Sc X Hgp.) X (St x Hgp,), Eq.24

where suffix t denotes testing. This shows that test is a kind of check suffering also from
errors. (It should be noted that a development is already N-Version program! A complicated
test design like Cause and Effect Diagram method might degrade the error rate.)

The typical build-in error rate (S x Hgp) per KLOC, is 10-40 errors/KLOC. Usually observed
check-out rate is 70-90% or (Sc¢ x Hgp,) is 0.3 to 0.1. Usually (St x Hgp,) as a whole is 0.1 to
0.3. (An example of (St x Hgp,) is 40 errors/(1000 test cases).) With these values, the final
residual error rate of less than 1 error/KLOC had been achieved. Reinforcing desk checks or

providing Quality Assurance's test further, the error rate less than 0.1 to 0.01 error/KLOC has
been a realistic target.
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3. Quantitative planning of error rate

3.1 Build-in error rate (Koono, 1988, 1989)

The usually observed error rate during
design is affected by many factors.
Figure 3.1 (Koono, 1988) shows an
example. It is taken from an initial
development of an electronic switching
system using assembler language years
ago. In this figure, o shows error built-
in rate, whereas a black bar shows the
apparent error rate, the error rate
observed during testing as is popularly
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Years of experience build-in error rates are intrinsic. (The

usual practice is to declare the end of a

Figure 3.1: Error rate (Koono, 1988) design just after draft of design

documents are finished with rough
check is made. Since then, all errors are recorded or reported, and the accumulated number of
errors reported is regarded as the built-in value.)

Figure 3.2 (Koono, 1989) shows 4
various profiles of built-in errors.
Samples are taken from various
developments using assemblers and
compilers. As each project uses
individual work process sectioning,
work processes near high level design
and those near coding level are taken.
Around 1/2 errors is built-in during
near coding, 1/10 is built-in near high 0
level design and the rest in between
them. Man-hour allocations for each
design stage were similar each other,

and they show a similar trend. When it Figure 3.2: Profile of built-in errors
was changed, it results in a different (Koono, 1989)
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3.2 Check out of errors (Koono, 1988, 1993)

Similar to the stability of "build-in error rate”, "check-out ratio” or {1 - (Sc X Hgpc)} is also
stable provided that the work process is kept unchanged. The effect of work process structure
is considered here.

o  The residual error rate after one time check is (S X Hgp) X (Sc X Hgp,).

. If check is repeated C times, and the error is random, the residual error rate is given by;
"residual error rate” = (S X Hgp) X (Sc¢ x Hgp,)C. Eq. 3.1

Repeated checks reduce the residual error rate drastically.
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. If design work process is divided to M sections of an equal error rate, and one time
check at each section is made, the residual error rates is expressed by;

“residual error rate” =M X {(S/M) X Hgp} x {(Sc/M) x Hgp.}
= {(§ % HEP) X (Sc % HEPC)}IM Eq 32

In them, it 1s important that design result is recorded to be checked later. If it is not recorded,
the comparison becomes ambiguous resulting in an increased error rate. But this does not

mean that every design needs a particular type of document. Some design documents may be
super scribed, and may be checked at each superscription.
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Figure 3.3: Document structure and decrease of the variation

These shows clearly how documents, and therefore work process, should be organized.

. Design records must be left at a small progress of design.
. Documents must be prepared to keep traces of the progress of design.

. Work process is intersected by documents in a higher level or design record blocks
which is part of a document.

Figure 3.3 shows a rational document structure fitted for this purpose. A development work
process is divided hierarchically to many sections by documents, each document consists of
several sub-sections of a work process, and a figure which is a part of a document corresponds
to several work procedures during a sub-section. As design progresses, traces of design must
be recorded on such documents, and it is very important that they must be checked carefully,
rigorously and repeatedly at the end of each procedure, a sub-section and a section.

4. Testing

Testing decreases final residual errors as shown by Eq. 2.4. The error rate before testing is
attenuated by a constant. Figure 4.1 (Koono, 1993) is an example. The errors before and after
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Figure 4.1: Designers' test vs. QA's test
(Koono, 1993)

the total attenuation is 1/100. (Sumioka, 92)
reports that system simulation testing after
them attenuates to 1/4 further.

Figure 4.2 (Koono, 1987) shows another
relation on the attenuation of error rates. The
horizontal axis shows the accumulated test
intensity (accumulated number of test
case/KLLOC), and the vertical axis is the
normalized error rate in logarithmic scale.
Plots on the vertical axis is the residual error
rate at the beginning of testing. A circle at the
end of each graph is the residual error rate at
the time of the ship out, which is the number
of errors after the ship-out (until they saturate)
divided by the software size. The number of
errors found in the field is added to the number
of errors found during test. A plot on a curve
shows the residual error rate after tests of the
accumulated test intensity. A broken line
shows testing by an environmental simulation
test where the number of test is uncountable.

Plots show trend lines, which means that the
attenuation rate/test is the same in each
development. The gradient of graphs shows
the effectiveness of tests, which is a reflection
of their work process.
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testing shows a correlation corresponding to
an attenuation of around 1/10. (Thayer
reported similar data in (Thayer, 1976.).)
Author's colleague Dr. Watanabe found that
the variation is decreased when groups
sharing the same work process are
taken.(Watanabe, 1982) Authors and Dr.
Watanabe's data show that both designers'
(rather white box) tests vs. Quality
Assurance(QA)'s (including black box)
tests, and QA's tests vs. field errors show
approximately 1/10 attenuation, therefore

Accumulated test intensity
0 50 100 150

A 1 1

L ——

Residual error rate (normalized)

1071

Figure 4.2 Attenuation of error rate
(Koono, 1987)

From the figure, effectiveness of test may be obtained:

(Et) = (Bt/Bs) /T

where Et effectiveness of test,

Eq. 4.1

Bs  the residual error rate at the beginning of testing,
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When the work process is kept, the effectiveness of test is also kept. It enables the quantitative
design of test possible. The effectiveness of tests in the figure are in two groups. The low
effectiveness group is bad work process one where documents were poor, and team's morale is
low. They feature very high cancellation rate of design changes issued previously by bugs.
These cancels of high rate were caused by unclear or insufficient information in documents.
The situation is shown by Figure 4.3. The discrepancy of design information from what it

Y TN should be brought this
i e D ,)«b?“;"f% \Program] problem. Documents are
s [Preceeding 0 Compare essential also for testing.
Eshouldi'_) design f’ c ———c e (Errors during testing has
e 1 e *xf“\l{“i@‘»"l‘gs‘\d‘g‘ been neglected, though
they are apparent when
Human error prone work one tests by oneself.
Quantitative evaluation on
Figure 4.3: Structure of test (Koono, 1990) them leads to various
evaluation of  design

methods.)

5. Quantitative planning of work processes

"Build-in error rate" during design, "check-out ratio" by desk checks and the effectiveness of
test have been described. These are essential and intrinsic metrics of quality of a software
development work process. In order to improve the quality, it is necessary to improve the
work process. From present metrics, an error level diagram shown in Figure 5.1 is obtained.

1) The improved status may be designed quantitatively as shown also in Figure 5.1. The
first step is to fix the target ship out error rate, then the improvement is partitioned to
design and test. (In this figure, improvements on check-outs by desk checks and tests are
considered to give a safety side evaluation.)

2)  The decrease during test is reduced from 5.5/44 (= 1/8) to 1/22 (= 1/22). Assuming that
the effectiveness of test is kept constant, the required increase of the test intensity is
given by

Increase ratio of test = Log(1/22)/Log(5.5/44) = 1.49.

In order to attain this, it is better to introduce Quality Assurance test of the half number
of the previous test intensity.

3)  Based on the present check-out rates, each desk check system, and the present document
system, the improvement may be designed. If check-out rates are not available in each
small work process, a simplified version as shown in Figure 5.1 may be used for the
initial phase. For a moderate increase of check-out, improvements on desk check system
is adequate. For substantial increase of check-out rate (e.g. 0.5 to 0.7) or substantial
decrease of (Sc X Hgp,) (e.g. 0.2 to 0.05), sectioning to smaller work processes with
checks at each subdivided section is taken. If necessary, new documents is introduced. If
document system is enough, the work process to complete a document is divided to
several sections and checks at each section is reinforced. The principle is shown by
Figure 3.3. In this case, process design is equally divided to 3 parts, the residual error
rate decreases to 1/3. When it is not sufficient, it is divided further as shown.

4)  People requires more man-hours during design to increase documentation and checks.
Man hour needed for the increased documentation must be added. (However, it will be
usually compensated by the decrease of debugging man-hour during testing.) As people
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5)

Error rate (Log.)

Error rate (Error/KLOC)
|
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(the most influential component of a work process) can not be changed abruptly, a
moderate advanced plan by rational management is necessary. Various means to enable
the target check-out rate must be provided. Various strategies and tactics are well
described in Total Quality Control text books.
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Figure 5.1: Error level diagram

In the new project, build-in and check-out rates must be measured in revised small
sections. After the development, various data should be evaluated. Build-in and check-
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Figure 5.2: Learning curve of error build-in rate

(Koono, 1988)

out rates of more divided to
small sections are
available. More accurate
understanding of work
process becomes possible.
(Build-in rates are usually
decreased.) Based on them,
work process
improvements becomes
possible for leaders, and
improvements not to repeat
the same kind of errors may
be attained by their root
cause analysis.

By repeating these Plan-Do-
Check-Action (PDCA) cycles,
the error rate of a team is
improved.

The progress shows a maturity as
pointed out. The intrinsic metrics
follow a Learning effect as
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shown in Figure 5.2.(Koono, 1988b, 1989, 1990) Thus accumulating improvements by
quantitatively measurements, the work process advances. A high level of maturity may be
attained thus continuing rational improvements for a long period. It is an advance from
primary school level to graduate school level.

6. Conclusion

A quantitative design method of software error rate has been reported. Software errors arise
from inevitable human errors not from the complexity of the problem. Assuming Human
Error Probability, a systematic model for error build-in and check-out of errors (by desk check
and testing) was proposed. This also makes it possible to evaluate work processes of
intersections by documents and effectiveness of checks and tests. Using this modelling, it
becomes possible to design a software error rate at each stage.

When enough knowledge exists, the work processes for attaining the planned error rates at
each stage may be determined.

This quantitative ways reported in this paper are based on scientific and rational structures of
developments, which are implicitly used by many experts in an incremental basis. This is just
a justification of what experts do. The most important thing in engineering lays in the
forefront of the work.
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