oooo0ooogooogo gobo ooooboocoooo
THE INSTITUTE OF ELECTRONICS, TECHNICAL REPORT OF IEICE.

INFORMATION AND COMMUNICATION ENGINEERS AI-52 (1998-11) 0DOO0O0OOOODOO

gooobobboooobbbooooon

oooo H.OOO

0338870 00 DOOOOOODO 255
oooooobogoooo
Tel. 048-858-9612,  Fax. 048-858-3716
E-mail. far@cit.ics.saitama-u.ac.jp
http://www.cit.ics.saitama-u.ac.jp/ far/

oooo: 0000000000000 000000000 (DOO00O00D0)00O0O0OOOOoOO
goboboooobobooboboobbooobooobbooobooobo,bboobboooboo
00000000o00ooooOooOoOoO0O0(OoDoO0O0O0)0D0000D0D0DO0OOOooOOODOOoOOOO
gboboboooobobg,bobobbooboboooobobooboooboboobboobo
goboooo0ooboo0ooDobo0oooDoOn Bayesian OO OOOOOoooooooooooOg
goboopoobooobooobobooboobboobooobooboobooboobobooboooboo
00000o0O00O000ooOO000oooO00O00oooOooOoOOooooDoOoOO (boM)ooooooOo
goboooooooooon

goooogod gooooooooooo, www,0ooooooooo,boobooobo,0boooon

Integrated Reasoning and Learning Environment
for Electronic Commerce Agents
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Abstract: Although there are many projects focusing on multi-agent systems, there are only a few focusing
on the knowledge sharing. Furthermore, there is no project aiming at knowledge sharing and groupware system
with a very large number of actors (i.e., agents or human counterparts). The internet, in general, and electronic
commerce, in particular, are examples of such systems. In this project, we introduce a model and devise an
implementation for the large scale knowledge sharing using mass entrophy, Bayesian networks, game theory,
document object model (DOM) and network security. The agent model for the system components blends the
traditional expert systems’ reasoning engine with a multi-layer knowledge base, communication and documen-
tation engines. We test the ideas via implementing electronic commerce (EC) agents.

Key words Software Agent, WWW, Ezpert system, Groupware, Uncertainty Management
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1 Introduction

There are many active projects focusing on multi-
user groupware systems and multi-agent environ-
ment [7, 17] and various techniques have been in-
troduced, such as cooperation [24], coordination
[1], interoperability [15], open agent architecture
(KAoS) [8], and Agent Oriented Programming

(AOP) [26]. However, there are only a few projects

focusing on the knowledge sharing. Furthermore,
there is no project aiming at knowledge shar-
ing and groupware systems with a very large
number of actors (i.e., agents or human counter-
parts). The internet, in general, and electronic
commerce, in particular, are examples of such
systems [6].

In this project, we introduce a model and de-
vise an implementation for the massive knowl-
edge sharing using mass entropy method, game

theory, Bayesian networks, document object model

(DOM), network security and propose an agent
model for the system components that blends
the traditional expert systems’ reasoning engine
with a multi-layer knowledge base, communica-
tion and documentation engines.

Electronic Commerce (EC) is a potential ap-
plication for such a system. EC is viewed as
a society of software agents, such as customer,
search, catalog, manufacturer, dealer, delivery
and banker agents, distributed over the Inter-
net and interact and negotiate with each other.
Each EC agents is viewed as an expert in it’s
own field. It has a knowledge-base and a rea-
soning engine, a communication engine and a
documentation engine. The knowledge-base is
organized in three layers: skill layer, rule layer
and knowledge layer (S-R-K layers). For each
EC agent, we identify the class of problems to
be solved and build the knowledge base gradu-
ally for each layer. We believe that using this
multi-layer knowledge base system will speed up
the reasoning and ultimately reduce the opera-
tion costs.

2 Knowledge Sharing Agent

Figure 1 depicts the basic structural components
of the knowledge sharing agent, called an Ex-W-
Pert Agent. Similar to conventional expert sys-
tems, each agent has a knowledge-base and a rea-
soning engine. Compared to the conventional ex-
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pert systems, a main difference is that all agents
have an additional communication engine and a
documentation engine. The communication and
documentation engines facilitate communication
and navigation on the internet. Each agent also
has a user friendly interface unit to communicate
with a human counterpart.

Distributed Knowledge Base
Client KB Client KB

User Interface
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Figure 1: The knowledge-sharing agent

2.1 Reasoning engine and knowledge
base

Human experts when engaged with a goal-oriented
task, try to achieve the goal within the constraints
imposed by the task and avoid the cognitive over-
load through selective utilization of their knowl-
edge.

It is believed that human experts possess a
conceptual (mental reference) model of how the
objects in the external world interact based on
standard operating procedures. Conceptual mod-
els have a hierarchical structure defined best by
the Skill-Rule-Knowledge (S-R-K) levels [23] con-
cerning with the routine, innovative and creative
problem solving tasks, respectively.

2.1.1 Skill-based level:

This level deals with the routine tasks. It denotes
the kind of task for which problem solving knowl-
edge and strategies are well defined. At this



level, reasoning is governed by stored patterns
of predefined rules. Such context specific pat-
terns are called rules-of-thumb (or symptomatic
rules), that map directly from an observation to
a ready-made solution.

At this level a query of an agent is accepted
and by searching the knowledge-base, proper im-
mediate action is selected. For instance, in case
of a search agent, the query comes in the form
of a list of keywords, submitted by the customer
agent. Then search agent finds related keywords
and conducts search using the new set of key-
words.

2.1.2 Rule-based level:

This level deals with the innovative tasks when
dealing with familiar or similar problems. It de-
notes the kind of task for which problem solving
knowledge is well defined. Rule based behavior is
conventionally described by case bases, decision
tables, digraphs, fuzzy sets and natural language
models [18].

At this level a query of an agent is accepted
and a case data base is consulted to determine
the action. For example, in case of a search
agent, the initial query comes in the form of a
sentence with reduced and restricted grammar
[12]. This is adopted to avoid unnecessary over-
load of natural language processing. Then a set
of similar cases are searched and cases match-
ing the needs of the user are retrieved. Further
search is conducted based on the instructions
recorded on the matched cases.

2.1.3 Knowledge-based level:

This level deals with the creative tasks for which
common patterns in stored knowledge form do
not exist and reasoning should start from the
so called first principles, starting from problem
identification. In other words, neither problem
solving knowledge nor the strategy is well de-
fined.

At this level a query is accepted and the agent
uses a KQML-CORBA based communication pro
tocol (see section 4) to consult with the other
agent to determine the proper action. For exam-
ple, a search is conducted by consulting a catalog
agent, which in turn, contacts the dealer and/or
manufacturer agents for proper information.

—&7—

2.2 Communication and documentation
engines

knowledge-sharing agents must communicate with
other agents in order to work flexibly and au-
tonomously. Here we have considered building
Java-based, KQML (Knowledge Query and Ma-
nipulation Language [20]) speaking and CORBA
(Common Object Request Broker Architecture
[9]) enabled agents that communicate over the
Internet. The communication engine is mainly
responsible for maintaining connection to the net-
work, communicating with other agents and man-
aging messages. The communication protocol is
discussed in Section 4.2.

Documentation engine performs three main
tasks:

e Acquiring data from the other agents, as
requested by the reasoning and communi-
cation engines.

e Preparing and reformatting data items to
be appropriate for transferring over the in-
ternet.

e Maintaining index of data items transferred
and/or retrieved.

Using documentation and communication engines,
the local knowledge can be shared with the other
agents.

3 Agent Model of EC

Conventional EC models are built upon func-
tional components, such as commodity informa-
tion, ordering, payment and electronic brokerage
[22].  Commodity information includes a show-
case of goods and services offered, mainly in the
form of a simple home page or a complicated
electronic shopping mall. This is the heart of
EC and must include interactive catalogs and di-
rectories. Electronic catalog system offers more
flexibility as compared to the conventional cata-
log repository and can answer to search requests.
WWW based ordering system includes a mecha-
nism for placing and collecting orders, processing
and/or distributing them. Payment system fea-
tures a fail-safe mechanism for exchanging goods
for electronic money. Finally, electronic broker-
age involves special mechanism for offering a more



efficient or safer service, and various add-on tasks
such as bidding and bargaining.

In this project, EC is viewed as a society
of software agents that interact and negotiate
with each other. We have devised 7 types of EC
agents, namely: customer, search, catalog, man-
ufacturer, dealer, banker and delivery agents (see
Fig. 2).

== Customer Agent |

| Search Agent |

u

| Catalog Agent |

|l

| Dealer Agent |

i

' Manufacturer Agent]

||

Banker Agent |

T

‘ Delivery Agent |

—

Figure 2: Society of EC Agent

FEach EC agent is an expert in its own field
and may interact with its human counterpart or
behave autonomously. For instance, a customer
agent receives instruction from a user to search
the WWW space, to find a catalog and dealer
for a desired product and to sign a contract. A
dealer agent, on the other hand, identifies a cus-
tomer’s needs and takes parts in bidding to win
the contract. A delivery agent competes to get a
shipment contract.

Some distinguishing features of project are
summarized below [13].

e Generating and customizing the menu items
of the user interface based on users’ utility
model, in Customer agent, using Bayesian
networks.

e The ability of off-line query processing, and
using case-based knowledge to direct the
search process, in Search agent. Together
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with a custom reporting facility that allows
a user select the form and structure of the
search report [12].

e Knowledge based guidance through the use
of a case-based classifier, in Catalog agent.

e Formulating the Pickup and Delivery Prob-
lem (PDP) using integer programming, and
devising an algorithm to handle PDP, in
delivery agent.

e Dealing with uncertain and nondetermin-
istic business practice, such as bidding and
competing to sell a product, in Dealer and
Manufacturer agents, using game theoretic
techniques [25].

Concerning portability and modular design
of the agents, we have used Java programming
language to implement the functions and make
use of HTTP and IIOP protocols for message
based connections.

At present, the Customer, Search, Catalog,
Dealer and Delivery agents are fully implemented.
The Manufacturer and Banker agents are imple-
mented partially.

4 Cooperation and Knowledge
Sharing

4.1 Formal ontologies

Knowledge sharing, data integration, knowledge
inter-operation, and reuse require a formal de-
scription of a representational vocabulary, includ-
ing classes, relations and functions, which is called
ontology [14]. Ontologies are considered as ways
of specifying content-specific agreements for the
sharing and reuse of knowledge [16].

In this project we have developed ontologies
for both knowledge bases (e.g., common-task and
agency ontologies) and commodities (e.g., hard-
ware_products and software_products) that we ex-
periment with. The agency and common-task
ontologies describe inter-agent and intra-agent
concepts, respectively. (See Section 4.3 for an
example.)

4.2 Communication protocol

The EC agents interact based on a 3-step proto-
col composed of agent identification, query pro-



cessing and payment processing, which is novel
to this project. In the agent identification step,
necessary data for identifying an agent is submit-
ted and acknowledged. In query processing step
the kind and contents of the required service is
specified and in the payment processing step the
price and payment method is negotiated.

The above mentioned protocol is handled by
a message management mechanism. An incom-
ing message is added to the end of the queue
and the message handler decides upon a proper
process by consulting the reasoning engine and
appropriate layer of the knowledge base.

Concerning portability, modularity, security
and transaction handling issues, the HT'TP and
ITIOP protocols are selected for message based
connections. HTTP is used for Web based con-
nections and ITOP allows establishes the client-
server relationships, remote method invocation
and integration of a wide variety of objects across
a network that EC agents may require their ser-
vices.

4.3 Knowledge sharing protocol

Knowledge sharing over the Internet is done via
using KQML [20]. KQML is a semantics level
communication language that is commonly used
in knowledge sharing and agent communication
projects [5].

We have developed a socket based and an ob-
ject based communication API for KQML mes-
sages. The socket based one, similar to other
projects, allows passing KQML messages encoded
in ASCII form. The object based API for Java
objects allows, first, simplifying the programming
using command objects that take care of the com-
munication issues in an abstract way, and second,
as the API is installed on each machine, commu-
nication proceeds in the same manner whether
or not an agent is on the same machine or on a
different machine.

Here is a simple example illustrating the com-
munication and knowledge sharing procedure. In
this example, the agency and hardware-products
ontologies (described in Section 4.1) are used.

Suppose that a Customer agent, say Agent-
a, needs some additional information for a given
product. In the first step, Agent-a asks for the
information from an agent that most likely has
such information, in this case, a Catalog agent
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Agent-b that Agent-a has already had it recorded
in the friendly agents list. (See Section 4.4 for
security zones.)

If Agent-b does not have that data and this
request fails, it first informs Agent-a of the con-
sequences. Then Agent-b passes a query to the
naming server to find a proper agent that has
such data. The name server, returns a list of the
agents that may have the requested data and the
security zone they belong to. Based on the an-
swer of the naming server, Agent-b decides to
ask Agent-c to acquire the data. Upon a proper
answer from Agent-c, Agent-b can fulfill the orig-
inal request of Agent-a by delivering this info to
Agent-a and terminating the transaction.

Upon accepting the request, at the first place,
Agent-b continues to search and check until the
goal of the Agent-a, and consequently the user,
is satisfied. Note that, considering user friendli-
ness, only part of the process is visible to Agent-a
and the user. They need not be aware of all the
details of the communications and negotiations
that Agent-b has gone through.

4.4 Security

Basically, the security service of CORBA’s com-
mon services is adopted to build fine grained lo-
cally secure transaction and business processes.

Furthermore, we have devised three security
zones for the agents to operate, i.e., friendly,
trustable and hostile [25]. Each agents can op-
erate in any of the security zones when dealing
with the other agents. In the friendly zone the
information is exchanged freely. In the trustable
zone check and verification steps are added using
public coding and decoding keys [10].

Agents competing for scare resources may ap-
ply individual strategies to increase their own
utilities, therefore they may operate in the hos-
tile zone. In this project we have used game the-
oretic and machine learning techniques to design
a multi-agent learning language (MALL) [25] to
handle this case.

For instance, a dealer applying a strategy
with lower cost and better services to the cus-
tomers is more likely to increase its own income.
For the purpose of this example, let us say that
given the basic knowledge of the environment
(the market), plus, the signals of dealer agent X
is sending, the dealer agent Y tries to learn X’s



strategy. We can say that the game is zero-sum
(since the benefit of X is the loss of Y). Then
Y by analyzing the signals that X gives will get
some hints. Agent X can be said to play partially
revealing to make its opponents get the least indi-
cating signals [29]. On the other hand, agent Yin
this case, would construct its own plan through
a process of explanation and analysis of the in-
formation revealed by agent X.

The MALL language is currently bundled with
the Dealer and Manufacturer agents when com-
peting against each other by applying individual
strategies attempting to increase their own utili-
ties. Details of the language and implementation
are given in [25].

5 Other Works and Discussion

5.1 Knowledge representation and rea-
soning concerns

In a multi-agent system using the Internet, deal-
ing with novel situations in an innovative or cre-
ative way is a necessity. There are already some
representations and models suggested to deal with
innovation and creativity. For example, reinter-
pretation, evaluation, assimilation, strategic con-
trol [28]. The initial formulation of the prob-
lem to be solved may be incomplete, contradic-
tory and under- constrained. The process of un-
derstanding and formulating the problem is re-

interpretation. Evaluation is the process of weight-

ing the alternative solutions. Assimilation is a
means for calling relevant solution alternatives,
and strategic control is defined as breaking typ-
ically rigid control structure and allow more in-
teraction among processes.

Based on the idea of interacting the adapta-
tion knowledge with the other knowledge sources,
we have made a kind of network in which the
nodes are the constraints which represent a new
problem to be solved. We make the link between
two nodes if there is any adaptation knowledge
which may inform us having one of the constraint
in the problem description allows us to adapt the
solution in the way that satisfy the second con-
straint. The direction of each link shows that
adaptation in which direction is possible. This
allows us to use all adaptation knowledge avail-
able, combine them, and depict them in the net-
work. Therefore, having a new constraint we can
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move through the network regardless of which
knowledge we are using and find possible inter-
pretation for the new problem [27].

5.2 Electronic commerce concerns

Some current issues of EC and representative
projects are mentioned in [2, 3|, and [22]. The
generic EC model may be viewed as a set of
actors using media performing business actions.
The actors are providers (dealers, merchants, etc.),
and consumers (users, information seekers). The
media is composed of multimedia objects (doc-
uments, images, software, etc.) which represent
goods or services. The actions are business pro-
cesses, such as stock management and payment
processing.

Almost all of the projects mentioned in [2]
and [22], concentrate on either of the actors, me-
dia or actions. They mainly focus on identifi-
cation and implementation of EC functions and
business processes. At this moment, there is
no proposed model other than ours to cover the
whole set of actors, media and actions. Further-
more, in the other projects, the consumers are as-
sumed to have a wide variety of domain expertise
[3]. We, on the contrary, assume that the cus-
tomers are ordinary and casual users and provide
them with tools and techniques, borrowed from
AT, to share the expertise with them. We think
that implementing and applying Al techniques to
EC is a new and challenging task for both fields.
In this project we propose application of the Ex-
W-Pert system architecture [11, 12] for such im-
plementation, that is, adding the communication
and documentation engines to the conventional
expert systems to help the actors and put the
burden of knowledge processing on the system
rather than the actor itself.

The idea of EC, by means of Electronic Data
Interchange (EDI) and private or local area net-
works (LAN) has been around for some years.
What internet based EC adds to this is chang-
ing from private networks to a global network
together with interactive data interchange, with
a reasonable cost, but at the expense of lower se-
curity. Moving to a global network implies less
control over the kind and amount of data avail-
able. We have proposed a simple but powerful
solution to the security problem by devising the
security zones.



5.3 Developing tools

There are already some agent developing tools
available, mostly implemented in Java program-
ming language, such as Agent Building Environ-
ment (ABE), Java Agent Template (JAT), Java
Expert System Shell (JESS), and enhanced with
Object Request Broker (ORB), suitable for dis-
tributed object platforms, such as Voyager and
Open Agent Architecture (OAA), JKQML [19],
AgentBuilder [4], etc. Although such tools and
environments can facilitate the communication
(for example, using KQML language in JAT as
the knowledge level communication) and mes-
sage passing (for example, using HTTP and IIOP
protocols in ABE and OAA, respectively), but
they fail to provide the appropriate aids to build
extensive knowledge bases in the sense we use in
this project.

One exception is Open Knowledge Base Con-
nectivity (OKBC) [21] for accessing knowledge
bases stored in knowledge representation systems
using a model of knowledge representation sys-
tems based on a common conceptualization of
classes, individuals, slots, facets, and inheritance.
The protocol supports both networked and direct
access to knowledge bases. However, OKBC is
mostly an interface to the knowledge based sys-
tem and does not help building the knowledge
base itself in the multi-layer fashion described in
Section 2.1.

6 Conclusion

In this paper, a general model for knowledge
sharing agents was introduced and the ways of
implementing intelligence into a Internet based
agents was discussed. An architecture for Inter-
net based Electronic Commerce (EC) agents was
demonstrated. Present issues and implementa-
tion status of agents of the EC family were dis-
cussed.
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