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SUMMARY Network traffic characteristics impacts directly
network performance, and resource allocation policies. In this
work, we introduce a multi-agent system, that manages the per-
formance of web servers with minimal cost of mirroring. In our
proposed system each web server is viewed as a software agent
that perceives its environment by monitoring its traffic. The goal
of the agent is to manage the performance, using cooperative
mirror servers, while minimizing the cost of mirroring. Commu-
nication between the agents enables each web server to decide
about its future actions, which is whether to share its load with
the cooperative mirror servers, and how much load to assign to
them. The architecture of a software agent that is intended to
manage the performance of a web server, is elaborated and its
different modules are described. Also a set of cooperative agents
is defined, that form a multi-agent system and is intended to
assure maintaining the performance with minimal cost of mirror-
ing. The experimental results presented in this article illustrates
the effectiveness of the proposed system.
key words: software agent, performance, mirroring, queuing
theory, optimization

1. Introduction

The bursty and unpredictable nature of Web traffic
complicates managing performance of the web servers.
To maintain the performance of a web server allocating
sufficient resources (i.e., memory, bandwidth, etc.) is
crucial. To this end, mirror servers are a way of pro-
viding auxiliary resources. In order to guarantee the
performance of a web server, one solution is to allocate
as much mirror servers to handle the load even under
the heaviest traffic. Obviously this solution is costly,
and as the web traffic grows exponentially, it turns in-
efficient.

Recent studies on traffic issues related to web
servers have shown distinct patterns in the amount of
traffic on a web server depending on the time of a day:
peak time during busy hours and the time that web
server is lightly loaded [2], [6], [15]. Figure 1 shows the
traffic of a typical busy server in terms of requests per
second extracted from [4]. This phenomenon suggests
the possibility of using mirroring services only during
peak time and thus provides a means of sharing mirror
servers in order to reduce the cost.

In this article we introduce a muti-agent system,
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Fig. 1 Traces of traffic of a busy server (Clarknet server) for
duration of one week.

that manages the performance of web servers. A web
server is viewed as software agent. A set of cooperative
mirror servers are proposed as cooperative agents and a
cost is associated with the mirrored load to prevent the
servers against assigning infinite load to their mirror-
ing partners. Performance is evaluated by means of la-
tency. If a server fails to provide a reasonable expected
latency most of the clients are likely to abandon retriev-
ing data. This situation is referred to as performance
deficiency and a server that demonstrates performance
deficiency is referred to as an overloaded server. The
notion of partial and temporal mirroring, introduced in
this article, allows applying mirroring only when the
server is overloaded, and also to transfer as much load
to maintain the performance. The main contribution
of this work is to assure the performance of web servers
with minimum cost of mirroring.

An agent is anything that can be viewed as perceiv-
ing its environment through sensors and acting upon
that environment to achieve its goals [16]. The main
characteristic of an agent is to be autonomous: act
independently and without human intervention, goal
oriented, and flexible: account for the changes in the
environment. This framework distinguishes an agent
from an ordinary software component. Also it makes it
easier to divide the functionality of an agent to number
of tasks. Each task can then be handled by a soft-
ware module. The architecture of the individual agents
as well as the relation between different agents is il-
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Fig. 2 Software modules for managing performance of web
servers.

lustrated in Fig. 2. The functionality of each agent is
divided to number of tasks where each task is carried
out by a software module. Viewing the web server as
an agent, enables us to clearly distinguish the respon-
sibility of each module. The Monitor module is respon-
sible to perceive the agents environment. It models a
web server as a queuing system and monitors its per-
formance. In case of detecting performance deficiency,
Communication module enquires the traffic situation of
mirror servers, and according to this information Esti-
mation module decides about its future action by esti-
mating the optimal mirroring solution, which is, deriv-
ing the best cooperative mirror servers at any time, and
also the mirroring contents. In fact by communicating
with the other agents, an agent will be able to account
for the changes in the environment. The Load balanc-
ing module is responsible for distributing load among
cooperative mirror servers. The estimation module in
the mirror server side is responsible to ensure that coop-
erating with an overloaded server to handle the decided
portion of the load does not violate the performance of
the mirror server. The load balancing module in the
mirror server side, drops some of the requests, if the
load delegated by the overloaded server exceeds the pre-
viously agreed amount of load and causes performance
deficiency in the mirror server side.

The rest of this paper is organized as follows. In
the next section we study the issues related to perfor-
mance of web servers and propose a queuing system to
model a web server. According to this model we de-

Fig. 3 HTTP receives the requests queued by TCP, and serve
them via multiple TCP connections.

rive the parameters that should be monitored by the
monitor module. In Sect. 3 we analyze the parameters
that their change impact the performance. These pa-
rameters should be enquired from all the mirror servers
via communication module to let the estimation mod-
ule estimate the performance after load sharing. Sec-
tion 4 describes how the estimation module estimates
the performance of an overloaded server if a portion
of load is lifted from it, and also the performance of
a mirror server if an extra amount of load is assigned
to it. Consequently we give an analytical solution for
the estimation module to find an optimal mirroring so-
lution. Section 5 elaborates on how the load balancing
module distributes the load among the mirror servers.
Experimental results are presented in Sect. 6. Finally
we conclude in Sect. 7.

2. Monitor Module

Monitor module is responsible to detect the perfor-
mance deficiency. In this section we describe the pa-
rameters that are required to be monitored by the mon-
itor module, to allow detecting performance deficiency.

A web server uses HTTP protocol implemented
over TCP/IP, for data transfer. Therefore analyzing
the performance of a web server is correlated with the
behavior of TCP. Figure 3 illustrates how requests are
handled by the HTTP process. As illustrated in this fig-
ure, TCP process buffers all the incoming requests with
incomplete connection setup. A separated buffer is al-
located for the requests with still ongoing connection
setup. HTTP process establishes a TCP connection to
serve each request. Concurrent web servers allow es-
tablishing simultaneous TCP connections each serving
an HTTP request. The lifetime of each connection is
correlated with the throughput of the TCP process and
the size of the requested document.

As the requests are queued before processing, the
behavior of a web server can be described as a queuing
system. Expected latency can be estimated according
to this model. Similar formulation is proposed to model
a multiprocessor environment [10], [19], where the goal
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is to maintain the shortest queue for all the processors.
We are however interested in the average latency of the
servers.

Recent studies on modeling the distribution of
inter-arrival times of the requests and service time of
web servers have shown that traditional exponential
distribution are inadequate to model the behavior of
web traffic [6], [7], [11]. We consider a general distribu-
tion for inter-arrivals and also general distribution for
service time. Since the buffer size is relatively large†,
we approximate the web servers as queuing system with
infinite buffer size. Consequently our queuing model
follows a general form of GI/G/c, where c denotes the
total number of servers (i.e., maximum number of si-
multaneous connections created by the web server).

If the inter-arrival time of the requests is denoted
as a and service time is denoted as s, the arrival rate
is given by λ = 1/E(a) and service rate is given by
µ = 1/E(s). The utilization ρ = λ

cµ , is known as
the mean fraction of active servers [1]. In practice λ
increases gradually when getting closer to the peak
time, and decreases gradually around less busier hours
(Fig. 1). Therefore the monitor module should dynam-
ically monitor the mean and variance of inter-arrivals
and also service time, in order to keep trace of changes
in the data. These are the parameters that allow esti-
mating the latency. The expected latency of a queuing
system can be derived as:

W =WQ + 1/µ (1)

where WQ denotes the waiting time in the queue, and
according to [1] can be estimated as:

WQ =
ρ/µ

1− ρ
cv

f(cva,cvs,ρ)
a + cv2s

2
ρ(c−1)/4 (2)

f(cva, cvs, ρ) =


1 cva ∈ {0, 1}
(ρ(14.1cva − 5.9) + (−13.7cva + 4.1))cv2s
+(ρ(−59.7cva + 21.1) + (54.9− 16.3))cvs
+(ρ(cva − 4.5) + (−1.5cva + 6.55))

0 < cva < 1
−0.75ρ+ 2.775 cva > 1

(3)

cva denotes the coefficient of variation of inter-arrival
time, and cvs denotes the coefficient of variation of ser-
vice time.

Our goal is to keep the expected latency of the sys-
tem under a desirable threshold denoted as T0. Monitor
module monitors the latency, as well as mean and vari-
ance of inter-arrival time and also service time.

In the next section we describe how transferring
the load can tune the parameters of (2), and also derive
the parameters that must be reported to the estimation
module by the communication module to let estimating

Fig. 4 Changes in latency when arrival rate increases.

the latency after load sharing.

3. Communication Module

In this section we study the parameters that influence
the latency. These are the parameters that are reported
by communication module to let the estimation mod-
ule estimate the latency after tuning the performance.
Communication module extracts these parameters from
its peer modules in the mirror servers side.

According to (2), latency is a function of ρ =
λ
cµ , µ, cvs and cva. To reduce the latency we can in-
crease the µ, and/or decrease λ, cvs, cva.

λ can be reduced by using a switch (e.g., L7 switch)
that transfers some of the requests to a mirror server.
Figure 4 illustrates how latency can be tuned if λ is
reduced.

Using a switch to transfer some of the requests
results in having longer inter-arrival times. In order
to estimate the coefficient of variation of the arrival
rate after transferring a portion of the load, we need
to decompose the arrival stream to its corresponding
streams of requests for different documents. Given that
we know the rate of changes in the request rate of differ-
ent documents we can estimate the total change in the
coefficient of variation of the arrival rate. If the inter-
arrival time of the requests corresponding to different
documents are batch-Poisson and Batch-deterministic
process with geometric batch sizes, the total coefficient
of variation of the inter-arrival times according to (8) of
[21] can be derived from (4). Note that assumption of
geometric batch sizes makes the individual clients inter-
arrival time independent and identically distributed (GI
process) [21].

cv2a =
K∑

i=1

cv2i
nnew

i

N

†In Solaris by default, maximum buffer size for con-
nections with incomplete setup is (tcp conn req max q0 =
1024), and Maximum buffer size for the connection with
ongoing connection setup is (tcp conn req max q =128).
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=
K∑

i=1

cv2i
q̂new
i

λ
(4)

where cvi denotes the coefficient of variation for the
inter-arrival time of the requests for document i and
nnew

i and q̂new
i respectively denote the number of re-

quests corresponding to document i and the request
rate corresponding to document i.

To alter the µ we show that µ has an inverse pro-
portion with average transferred document size. There-
fore by altering average document size we can tune the
µ and consequently ρ and ultimately the latency.

If the connection throughput of each TCP connec-
tion is denoted as CT , the service time of a TCP con-
nection s to serve the document D satisfies:

D =
∫ s

0

CT (t)dt (5)

E(D) = E
(∫ s

0

CT (t)dt
)

= Es

(
E

(∫ x

0

CT (t)dt|s = x
))

= Es(sE(CT ))
= E(s)E(CT )

and finally we will have:

µ =
1
E(s)

=
E(CT )
D

(6)

D indicates the average document size, in KB. Note
that CT is assumed to be stationary. Equation(6) im-
plies that µ can be tuned by adjusting D or CT inde-
pendently. However, it has been shown that CT is a
function of RTT , packet loss and other limitations im-
posed by the client (maximum window size) and adjust-
ing it is not under our control [3], [9], [12]. Our objec-
tive is to tune the µ by altering D. Following equation
shows how µ is changed if we alter average document
size.

µnew = µ · D

Dnew

(7)

where µnew and Dnew denote the values after change.
The verification of this equation is illustrated in Fig. 5.

The average document size is given by:

D =
∑

i nidi

N
(8)

where N denotes total number of requests received at
this server, ni denotes the number of requests corre-
sponding to document i, and di denotes the size of
document i in kilo bytes. Considering the fact that
ni = q̂i.t where q̂i denotes the total request rate corre-
sponding to document i, and N = λ.t, Eq.(8) is rewrit-
ten in (9) to indicate the relation between D and re-
quest rate. Note that t refers to the sampling period

Fig. 5 Changes in service rate when average retrieved
document size increases, plotted in a logarithmic scale.

that results in having sufficient number of samples.

D =
∑

i q̂idi

λ
(9)

According to (9) reducing average document size
is possible via reducing the request rate corresponding
to some of the documents, which is possible by trans-
ferring part of the requests to a mirror server.

With the similar reasoning as we showed for µ we
can show that the coefficient of variation for service
time can be derived from the following equation.

(cvnew
s )new =

D2
new
/(D

new
)2

D2/(D)2
(cv2s)− 1 (10)

where D2 is derived from:

D2 =
∑

i q̂id
2
i

λ
(11)

In this section we studied the impact of load trans-
fer on tuning λ, D, µ, D2 and cva. These parameters
must be enquired from each mirror server via commu-
nication module to let the estimation module estimate
the latency after applying load sharing.

In the next section we describe how the estimation
module can estimate the latency after load sharing.

4. Estimation Module

Transferring a portion of the load to a mirror server,
alters the performance of both parties, the server that
transfers its load and the mirror server that receives ex-
tra load. In this section we describe how the estimation
module estimates the latency for the overloaded server
and mirror servers after transferring the load. To clarify
the terminology, subscript j is used to specify the pa-
rameters of mirror servers, whereas subscript o specifies
the parameters of the overloaded server. The integerM
denotes the number of mirror servers, and the integer
K denotes the number of documents on the overloaded
server. The request rate corresponding to document i
which is assigned to the mirror server j is denoted as
qij , and the total request rate corresponding to docu-
ment i is denoted as q̂i.
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For an overloaded server, the new value of λ af-
ter load sharing, depends on the applied load transfer
method. If load is transferred to the mirror server via
redirection λ remains unchanged as the requests arrive
at the overloaded server and then get redirected. The
average document size in this case is derived from (12).

D
new

o =

∑K
i=1 q̂idi −

∑K
i=1

∑M
j=1 q̂ijdi

λo

= Do(1−
∑K

i=1

∑M
j=1 q̂ijdi

λo
) (12)

If however we use a switch (e.g., L7 switch) to
transfer the requests to the mirror servers before they
get to the overloaded server, the value of λ will be re-
duced by the amount of the request rate that is trans-
ferred to the mirror servers. The new λ in this case is
derived by:

λnew
o = λo −

K∑
i=1

M∑
j=1

qij (13)

The average document size for the case of switching
is given by:

D
new

o =
λoDo −

∑K
i=1

∑M
j=1 qijdi

λo −
∑K

i=1

∑M
j=1 qij

(14)

µnew
o is derived from (7) and therefore we can de-

rive ρnew
o . Finally to be able to estimate the new value

of latency, new values of coefficient of variation for
inter-arrival time and the service time should be esti-
mated. Coefficient of variation of the inter-arrival times
for the case of redirection remains unchanged and for
the case of switching can be estimated according to (4).
To derive the coefficient of variation for the service time
using (10) we need to estimate D2

new
:

D2
new

=




λoD2
o − ΣK

i=1Σ
M
j=1qijd

2
i

λo
redirection

λoD2
o − ΣK

i=1Σ
M
j=1qijd

2
i

λo − ΣK
i=1Σ

M
j=1qij

switching
(15)

Next is to estimate the new performance param-
eters for each mirror server. The value of λ for each
mirror server increases as the transferred request rate
increases by the overloaded servers. The new value of
λ for each mirror server is given by (16). The average
document size is derived from (17).

λnew
j = λj +

K∑
i=1

qij (16)

D
new

j =
λjDj +

∑K
i=1 qijdi

λj +
∑K

i=1 qij
(17)

µnew
j is derived by (7) and therefore we can derive

ρnew
j . The coefficient of variation for inter-arrival times
is estimated by (18).

(cv2aj)
new =

cv2ajλj +ΣM
j=1Σ

K
i=1cv

2
i qij

λj +ΣK
i=1qij

(18)

The coefficient of variation of the service time cvs
is derived from (10). D2

new
for each mirror server is

given by:

D2
new

=
λjD2

j +
∑K

i=1 qijd
2
i

λj +
∑K

i=1 qij
(19)

Finally substituting the new values of ρ, µ, cvs and
cva in (1) and (2) enables the estimation module to esti-
mate the latency of overloaded server (Wnew

o ) and also
each mirror server (Wnew

j ) after load sharing. In the
case of using redirection as the load transfer method,
the actual waiting time perceived by the client is more
than what is estimated by the above equations. From
client viewpoint, all the requests arrive at the over-
loaded server and wait in the queue until their turn to
be processed, but after that some of them are processed
and the others are redirected to the mirror servers and
wait in the new queue and are processed with differ-
ent service time. Equation(20) formulates this waiting
time.

W client
o

=Wnew
Qo

+

∑M
j=1 njW

new
j + (No −

∑M
j=1 nj) 1

µnew
o

No

=Wnew
Qo

+
1
µnew

o

+
M∑

j=1

∑K
i=1 qij
λo

Wnew
j −

M∑
j=1

nj

No

1
µnew

o

=Wnew
o +

M∑
j=1

∑K
i=1 qij
λo

Wnew
j −

M∑
j=1

∑K
i=1 qij
λoµnew

o

(20)

nj =
∑K

i=1 qij .t denotes the total number of requests
transferred to the mirror server j, and No = λo.t the
total number of requests arrived at overloaded server
within t seconds.

Our motivation is to transfer minimal load to mir-
ror servers, in order to receive the minimal charge,
while keeping the latency of the server under a toler-
able threshold. We formulate this problem as an op-
timization problem with inequality constraints. The
constraints are: to keep the latency of the overloaded
server and all the cooperating mirror servers under the
threshold. A mirror server that gets overloaded is not
a choice for improving the performance. The total load
transferred to mirror servers is given by:

transferred load = t.
K∑

i=1

M∑
j=1

qijdi (21)

where t denotes the period of time the server is over-
loaded and mirroring continues. The optimization
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problem is formulated as follows:

min

K∑
i=1

M∑
j=1

qijdi (22)

s.t.
W client

o − T0 ≤ 0 (23)
Wnew

j − T0 ≤ 0 j = 1, 2, . . . ,M (24)

ρj

(
1 +

ΣK
i=1qijdi

λjDj

)
− 1 < 0 j = 1, 2, . . . ,M (25)


 M∑

j=1

qij


 − q̂i ≤ 0 i = 1, 2, . . . ,K (26)

qij ≥ 0 i = 1, 2, . . . ,K
j = 1, 2, . . . ,M (27)

q̂i is the total arrival rate for document i at the over-
loaded server. The task is to determine the value qij
for i = {1, 2, . . . ,K} and j = {1, 2, . . . ,M}, which
minimizes the transferred load under above constraints.
As we see some of the constraints are nonlinear. The
general procedure to deal with this type of problems,
is to generate a sequence of convex, explicit subprob-
lems and solve them in an iterative fashion, which is
called Sequential Convex Programming (SCP) [8]. Var-
ious approximation schemes have been developed for
this purpose. We used the globally convergent Method
of Moving Asymptotes (MMA) [17] as defined in [18]).
To solve the subproblems generated by this algorithm,
we have used Lagrangian relaxation problem, solved by
conjugate subgradient method. As the result, an opti-
mal answer for qij , j = {1, 2, . . . ,M}, i ∈ {1, 2, . . . ,K}
is derived.

In this section we described how the estimation
module estimates the performance after load sharing,
and how it decides about the optimal mirroring solu-
tion. In the next section we describe how load balanc-
ing module uses this information to distribute the load
among the mirror servers.

5. Load Balancing Module

After deriving the optimal request rate that should be
assigned to each mirror server, a copy of the documents
is sent to their selected mirror servers. Load balancing
module is responsible for distributing the incoming traf-
fic among the cooperating mirror servers.

To distribute the load among mirror servers, in or-
der to achieve the desired qij , we first derive the propor-
tion of load related to each document which is intended
to transfer to each mirror server. This is derived from
the following equation.

pij = qij/q̂i (28)

The load balancing module assigns any request to

the document di, to the mirror server j, with the prob-
ability pij . As time passes and load forwarding con-
tinues, the request rate corresponding to document di
assigned to the mirror server j converges to qij . As
the conclusion, the problem of traffic routing which is
an issue in mirroring, is reduced to distribute the extra
amount of load with the derived probability.

6. Experimental Results

The goal of this experiment is to show:

• Mirroring is necessary only if we have a heavy load
that causes performance deficiency, to illustrate
the feasibility of temporary mirroring.

• Partial mirroring can achieve a reasonable perfor-
mance. We then compare the cost of mirroring
in terms of the transferred load for the case of
full mirroring and partial mirroring, and show that
partial mirroring reduces the cost, while assuring
to maintain the performance.

Note that full mirroring refers to conventional mir-
roring, where the load is equally distributed among
mirror servers. Consequently probability of assigning
a request corresponding to document i to mirror server
j is 1

M+1 . Partial mirroring in the other hand refers
to our approach, where probability of assigning each
request to each mirror server is derived from (28). In-
terestingly as we see later, partial mirroring guarantees
maintaining the performance under heavy load even if
full mirroring fails to maintain the performance for the
same load.

In the following we first describe the test environ-
ment and the measurements.

6.1 Test Environment

In our experiment, we use a group of three servers, run-
ning Apache software (version 1.3.19), each running on
a Solaris 2.8 operating system. One of the servers is in-
tended to simulate the behavior of web servers and the
other two are mirror servers. We use a traffic genera-
tor benchmark, which will be described in detail later,
to generate a heavy load on the server. Since the ex-
periment is applied in a LAN, we use dummynet [14],
as the network emulator, to simulate the characteristic
of a WAN. Figure 6 shows this simulation. We define
a multipath channel between the benchmark and the
web server to account for a variety of possible paths.
In particular we create four pipes, with different prob-
abilities, each representing a class of traffic on a WAN.
The bandwidth for these pipes are: 256Kb, 400Kb,
600Kb and 1Mb. Delay in terms of msec defined by
RTT (Round Trip Time) is defined as 80msec. Note
that as we see in Fig. 6 the requests sent to the server
are not queued. This is because we tune the request
rate in our Benchmark so that generates a simulated
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Fig. 6 Test environment.

Table 1 Workload generated by the benchmark.

File size (KB) Probability of access

0.5 0.35
5 0.5
50 0.14
500 0.009
5000 0.001

inter-arrival rate on the server. However, when serving
the requests, packets are queued before getting to client
to simulate the WAN bandwidth and latency.

6.2 Traffic Generator

Our traffic generator benchmark written in C runs on
FreeBSD operating system. The workload generated by
this benchmark is intended to simulate the real work-
load of web servers. Work reported in in [5] approves
that file size distribution of the WWW has a heavy
tailed distribution: most documents are small (a few
kilo bytes) but he number which are very long tend to
contribute the majority of traffic. The file set that sim-
ulate this characteristics for our benchmark is adopted
from webstone benchmark [20], and the specification is
given in Table 1.

Inter-arrival time of WWW requests follow a
Weibull distribution [7]. This is due to the burstiness
nature of inter-arrival time of the requests. Applica-
tions such as Web, create inter-arrival times from very
short to very long. Very short inter-arrival times are
mainly due to the embedded objects within a home-
page (e.g., images). Currently these embedded objects
are retrieved via parallel TCP connections, limited to
four connections. Use of persistent connections [13], re-
duces this number to two, but still leaves the possibility
of small inter-arrivals. Moreover, Weibull distribution
has the advantage to include exponential distribution,
which traditionally has been used to model the arrivals,
as a special case. Mathematically the distribution is de-
fined as:

f(x) =
βxβ−1

ηβ
e−( x

η )β

β, η > 0, x ≥ 0 (29)

where β is shape parameter defining the shape of the
distribution and η is scale parameter. β > 3.06 cre-
ates a left heavy tailed distribution, which matches the
characteristics of inter-arrivals [7]. The mean of this
distribution is given by:

(a)

(b)

Fig. 7 Benchmark characteristics: (a) probability density
function for document size. (b) probability density function for
inter-arrival time for (λ = 10) req/sec.

E(x) = ηΓ(1 +
1
β
) (30)

In our benchmark β = 5 simulates the left heavy
tail nature of inter-arrivals, and η is assigned a value
to simulate the intended request rate (λ = 1/E(a)).
In fact in our experiment, η is altered, to gradually
increase the request rate.

The probability density function of inter-arrival
time and document size generated by this benchmark
is shown in Fig. 7.

This benchmark generates simultaneous clients
each running as separate threads. The waiting time
is measured, as perceived by the client. Each client
thread measures the waiting time from when it sends
the request until when it receives the last byte. In the
case of redirection, it measures the time from when it
sends the request to the original server until when it
receives the last byte of the requested document from
the mirror server. The benchmark reports the average
waiting time, as perceived by the clients.

6.3 Measurements

In order to measure the inter-arrival statistics, we im-
plemented a packet capture program to collect all the
incoming packets to the port 80 (HTTP port) which
have their SYN flag set. These packets represent HTTP
incoming requests. To measure the mean of inter-
arrival time, we measure the time between each two
consequent requests, and update the mean and vari-
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ance of the inter-arrival times sequentially.
Measuring service time is a little more complicated.

The response time of a web server refers to the time
that takes for the HTTP process to send the whole
document to the client. Therefore we measure the time
from when the HTTP process starts processing request,
until when the last FIN is acknowledged, indicating the
end of data transfer. We modified Apache to assign a
time stamp to each connection as soon as it accepts a
new request. To find out when a connection is closed,
we capture all the incoming and outgoing packets from
port 80, that have their FIN flag set. As soon as the last
FIN on a connection is acknowledged the connection is
considered closed and the time between accepting the
request and closing the connection is reported as service
time.

The maximum number of connections in our
Apache server is set to 50 connections. This defines
the number of servers (c) in estimating waiting time.

6.4 Results

We use our web traffic generator benchmark and grad-
ually increase the load of our web server. Changes in
the traffic are applied every 30 minutes. We define the
threshold of 5 seconds as an upper limit of tolerable
latency. Each experiment is repeated for the case that
load is redirected to the mirror servers, and the case
that load transfer is applied via switching. We have
simulated the switching in the client side (in the bench-
mark), and our goal is to show if requests are trans-
ferred to the mirror server, via a switch, before getting
to the overloaded server, performance can be improved.

Figure 8 compares the latency with and without
using partial and temporal mirroring, when load is redi-
rected to the mirror servers, and when switching has
been used to transfer the load. Waiting time is what is
reported by the benchmark and represents what actu-
ally the client observes. Note that in case of full mir-
roring the probability of assigning a request to mirror
servers is simply M · 1

M+1 , where M = 2 and therefore
probability of assigning a request to mirror servers is 2

3 .
In the other hand, this probability for case of partial
mirroring in our approach, is derived from (28) and is
shown in Figs. 10 (a) and (b). As we see in Fig. 8, to
provide an 5 seconds latency, mirroring is required only
when the number of incoming requests per second ex-
ceed 20 (around 2 million hits per day). This request
rate corresponds to the peak time. In fact we need to
use mirroring services only in busy hours. Also, as il-
lustrated in this figure, partial mirroring with two mir-
ror servers allows maintaining a 5 seconds latency for
over 5.6 million hits per day (65 requests per second),
while applying full mirroring with one mirror server can
maintain this latency only for up to 35 requests per
second. Full mirroring with two mirror servers increase
this number to almost 50 requests per second, which is

Fig. 8 Comparing latency with and without applying partial
mirroring.

Fig. 9 Comparing the amount of transferred load to the mir-
ror servers for the case of full mirroring, partial mirroring via
redirection, and partial mirroring via switching.

still less than what can be achieved by partial mirroring.
The reason is, in full mirroring we simply distribute
the load and the request rate equally among the mirror
servers, consequently having three servers that receive
50 requests per second for the average document size
generated by the benchmark, is almost similar to hav-
ing one web server that receives 20 requests per second†,
which according to Fig. 8 fails to provide the 5 second
latency. However our optimization algorithm generates
different average document sizes on mirror servers and
allows us to distribute the request rate and the load,
so that we have minimum transferred load while main-
taining 5 seconds latency.

Figure 9 compares the cost in terms of transferred
load for full mirroring and partial mirroring.

As illustrated in this figure, although using redi-
†We expect to handle 20*3=60 request with three

servers, however the overhead of request forwarding de-
creases this amount to 50.
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(a) (b)

Fig. 10 Probability of forwarding the request corresponding to each document to the
mirror servers (i.e., ΣM

j=1pij) (a) via redirection (b) via switching.

rection as the load transfer method, can alleviate the
cost in contrast to full mirroring, using a switch is rec-
ommended since it can effectively reduce the cost. As
we see in this figure, for up to 50 requests per second in
contrast to full mirroring with 3 servers, using a switch
can reduce the transferred load to half (and if the re-
quest rate is less than 40 it is reduced to one third),
indicating the fact that mirror servers can be shared
among two (to three) overloaded servers in the worst
case (i.e., all the servers are overloaded by up to 50
requests per second). For more than 50 requests per
second, partial mirroring is the only choice, full mir-
roring fails to maintain the performance. The main
conclusions are as follows:

• Partial mirroring can maintain the desired latency,
even under the heavy traffic when full mirroring
fails to maintain this latency.

• According to our experiment with set of two mirror
servers, partial mirroring can reduce the cost to
half (or one third if the arrival rate is less than
40 requests per second). Allocating more mirror
servers is expected to give better results.

• This approach allows applying mirroring only dur-
ing peak time, therefore when the server is lightly
loaded there is no need to apply mirroring and mir-
roring services is given to other overloaded servers.

Finally to derive an insight about how the load is
transferred, Fig. 10 (a) illustrates the probability of as-
signing a request of each document to mirror servers, as
derived from (28) in case of redirection, and Fig. 10 (b)
illustrates this probability for the case of switching.

As can be concluded from Fig. 10 (a) and
Fig. 10 (b) in the case of redirection, where the only
way to reduce ρ and therefore latency is to tune the
service rate µ, it is preferred to transfer the traffic gen-
erated by bigger files in contrast to switching where it is
preferred to transfer the load generated by the smaller

files.
It is also worth noting that this multi-module sys-

tem adds only a little overhead to the regular HTTP
server. In fact it consumes less than 2 minutes of CPU
time per hour.

7. Conclusions

In this article we introduced a multi-agent system that
manages the performance of web servers with minimal
cost of mirroring. The concept of software agent used in
this article allows us to clearly define the domain of ac-
tivity of each agent and its modules. Each web server,
viewed as a software agent perceives its environment
by monitoring its traffic. In case of detecting perfor-
mance deficiency, it communicates with other agents in
the mirror servers side, to retrieve the necessary infor-
mation for deciding about its future actions: deciding
about the mirroring partner(s), and about the amount
of load it assigns to each mirroring partner. The advan-
tage of using multi-agent system and benefiting from
their communication is that we can apply dynamic load
balancing, which is, at any time we can decide about the
mirroring partners and also the mirroring contents. In
fact this system enables us to implement the notion of
partial and temporal mirroring, and provides a means
for reducing the cost of mirroring. Experimental re-
sults presented in this paper, confirms the effectiveness
of this approach.
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