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Theme 8: Commercial off-the-shelf software components evaluation
method using multiagent technology

Abstract

In the last decade, the world of software development has evolved rapidly. This evolution has
led to Component-Based Software Development (CBSD), which in turn has generated
tremendous interest in the development of plug-and-play reusable software, leading to the
concept of Commercial Off The Shelf (COTS) software components. The use of COTS is
increasingly becoming commonplace. This is mainly due to shrinking budgets, accelerating
rates of COTS enhancement, reducing development time and effort constraints, and
expanding system requirements. However, the COTS marketplace is characterized by a vast
array of products and product claims, extreme quality and capability differences between
products, and many products incompatibilities, even when they purport to adhere to the same
standards. Therefore, there is need for a robust COTS evaluation methodology to help
software developers select appropriate components for projects. A variety of COTS
evaluation methods have already been proposed. These methods are based on consensual
opinion aggregation approach, aggregation models, or regression models. However,
aggregation approaches are applied inappropriately for the COTS evaluation process, while
regression models are inadequate for the process. Here we propose an agent-based COTS
evaluation method, which models each of the players as either a cooperative or a competing
agent that is capable of making its own decisions to meets its goals. In this model, there is an
administrator agent that collects, evaluates, and combines knowledge from different areas of
expertise (Roles) to offer support in the COTS selection process. This way, we circumvent
COTS evaluation problems associated with the consensual opinion aggregation and the
regression models approaches.

1. Introduction

The COTS-Based Software Development (CBSD) process is the process of assembling
components into a new system, as opposed to the traditional software development process
which normally creates new systems. Coding, debugging, unit testing and code inspections
are reduced, while design and testing are modified. Design focuses more on how to fit pieces
together rather than the internal workings of different modules [10]. Testing has to deal with
large modules where no source code or documentation is unavailable and complex glueware.

CBSD is considerably different from traditional software development. Therefore, it is
necessary to modify the traditional process to cater for the differences[4, 10, 11, 12]. COTS
based software developers have a good excuse to loosen their process. However, CBSD
introduces new activities. These are COTS evauations, COTS familiarization, and vendor
interaction. Selection of the right COTS is key to the success of CBSD projects because the
selected COTS influences the prospective vendors, complexity of the development process,
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development cost, functionalities and quality of the developed system. In order to choose the
right COTS from a set of similar COTS, an evaluation process must be carried out to weigh
the functionalities and quality of the COTS against the conditions of the project.

A review of literature reveals that a variety of COTS evaluation methods have already been
proposed. The Comparative Evaluation Process (CEP) [5] defines evaluation criteria for the
process. Weights are established for al of the evaluation criteria with respect to each
project’s importance. The decision theory behind the evaluation model is the simple
weighted averages. The weights are subjective and dependent on a particular project. The
Off-The —Shelf Option (OTSO) [8] evaluates COTS candidates by first of all building a
hierarchy (Ranking) of COTS evauation attributes and then making comparisons between
each possible pair in each cluster (as a matrix), according to attributes’ strength in fulfilling
the conditions of the project. That is, the method uses Thomas Saaty’s Analytical Hierarchy
Process Model to consolidate the evaluation results for decision making. The COTS-Aware
Requirements Engineering Process (CARE) [6] is a goal and agent-oriented approach of
COTS selection. However, the method does not attempt to use agent capabilities in the
COTS evauation process. Instead the entire COTS candidate evaluation task is entrusted
with the requirements engineer. The COTS-Based Requirements Engineering (CRE) [1]
bases the decision of selecting a particular COTS alternative on estimated cost versus benefit.

COTS evauation methods in literature are based on either regression, consensual or
aggregation models. In the regresson model approach a mathematical utility model is
defined that has usualy cost as its main variable and a number of other variables called
drivers representing various factors influencing the COTS selection. Huge amount of history
data accumulated from different projects is required to fine tune the parameters of the model.
Considering the uniqueness of the projects and the lack of history data makes the regression
models simply inapplicablein real selection scenarios.

The consensual approach means letting the members to work out their differences, and then
use the agreed upon opinion on each COTS attribute in the multi criteria decision-making
model. This seems to solve the problem of opinion aggregation directly. However, it has
several limitations: It requires considerable effort and coordination (potentially impractical)
amongst members in the collection of data. In addition, members requirements for
anonymity and confidentiality may make it infeasible to apply. Finally, it is possible that any
consensus reached is a poor indicator of perceptual agreement since the consensus may be
affected by group properties and processes. For example, power-dependence relations among
members, coalition formation, conformity pressure and group think [3, 13].

The aggregation model approach determines the organization response by using some
measure of central tendency of the individual informant responses. The measure of central
tendency may be unweighted group mean, weighted group mean, geometric mean, or any
other appropriate measure. This is the appropriate approach for opinion aggregation for
COTS evaluation process because the process is a multiplayer one, with each of the player
having his’/her own set of goals, plans, and beliefs which may even be in conflict with those
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of other players. This characteristic of COTS selection process makes it impractical to use
the consensual approach. However, COTS selection methods in literature fail to separate
needs (requirements) and uncertainty issues from opinions when using aggregation models.
For example, the few methods which address uncertainty issues such as credibility of
information source, award this issues aweight and address it just like any other opinion. This
IS inappropriate, uncertainty issues need be handled using uncertainty management
techniques, while conflicting stakeholders needs (requirements) need be addressed using
conflict management techniques.

Here we propose an agent-based COTS evaluation method. In this method, all the playersin
the COTS evaluation process submit their opinions and beliefs to the evaluation tool (Note
that different groups of players are concerned with different issues in the process). The tool
then aggregates these opinions, and handles uncertainty in the process through uncertainty
management techniques. The tool also manages conflicts anong stakeholders, and ranks the
COTS adlternatives to offer decision support to the COTS selection team. The main
achievements of this method are; the ability to capture uncertainty in the COTS selection
process, possibility of evaluating the COTS for al the different parts of a system at once,
ability to evauate the effects of different stakeholders opinions on the COTS evaluation
process before advocating for conflict resolution, circumventing the need for a single expert
in al the COTS evaluation fields, and the possibility of ranking both the COTS experts and
stakeholders.

2. Appropriateness of Agent-Based Model for COTS Evaluation

Players in the COTS evaluation process have different roles. Some roles complement, while
others compete with each other. Secondly, the interaction between players is not rigidly
defined. To be able to capture the roles of players while keeping the flexible nature of their
interaction, it is imperative that we use an agent-based model. Other advantages of using
agent-based model are:

e COTS Evaluation: In an agent-based system, there is an agent that works for each of
the playersin the COTS selection process. Therefore, at the player level, aggregation
models can be used to represent and evaluate the player’s views. However, these
models must be modified to handle uncertainty in the process.

e Ease of Process Documentation: The COTS selection process is automatically
documented because each agent documents its set of goals, plans, and beliefs. In
addition, all the agents also document their interactions with other agents, and the
outcomes of those interactions.

e Knowledge Collection and Reuse: It is easy to collect and reuse knowledge since
every agent is an expert in its role, and project specific information can be separated
from the non-project specific information.

e Conflict Detection and Resolution: In case conflicts occur, it easy to determine their
source and impact, which isthe first step in negotiation and conflict resolution.
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e Communication: An agent-based model supports electronic communication between
software agents, human agents, and between human and software agents.

e Scalability and Integration: An agent-based system is scalable, and can easily be
integrated into existing organization information system. This is done by adding
interfacing agents.

e Human-Software Agent Interaction: There is a high interaction level between the
human and software agent because the software agent works specificaly for its client.

3. Description of the Agent-based COTS Evaluation System

The COTS evaluation process involves many roles. Each of the roles may be played by more
than one person, each with his’her own set of goals, plans and beliefs. Secondly, it may not
be easy for the players to hold meetings due to the distance between them and/or schedule.
Therefore the success of the COTS selection process depends heavily on the communication
system used.

The agent-based model maintains agents that represent the interests of each of the playersin
the evaluation process. Each player submits his’her goas plan and beliefs to the agent
representing him/her, then that agent collects relevant information from agents of other
players, use this information in the plans of its client, and submit to him/her the
consequences of the set of goal, plans and beliefs the player holds. The system maintains
interaction between the human and software agents at al times, and it also alows
communication between human agents (the players).

This COTS evaluation method uses the hybrid consensual opinion aggregation and opinion
aggregation models. Opinion aggregation models are used first to determine a solution for
the evaluation problem. If the members opinion differences cause wide variations in the
solution, then members concern are require to resolve their conflicts. Remember that at this
moment the causes, extent, and impact of the conflicts are already known.

3.1 Role Identification

The following roles have been identified in the COTS evaluation process.
Role of stakeholders

Role of COTS expert

Role of project design team

Role of moderator and coordinator (Administrator)

Role of economic and COTS purchase expert

Role of clerical assistant; for information storage and retrieve (filling)
Role of process scheduling

The roles feed into the COTS evaluation process information on different issues in the
process, and each of them has an agent that represents it. Therefore, the proposed COTS
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evaluation model is a multi-agent system in which agents cooperate in order to offer their
best decision support to the project team during COTS selection.

3.2  Evaluation and Decision Technique

At agent level we have a single player, or group of players with similar concerns. Therefore,
at this level we can effectively use aggregation models. The Administrator Agent aggregates
information from user agents to provide support to the COTS selection process. Figure 1
shows the summery of the evaluation model. It can be noted that this figure is actualy a
Bayesian Network. The network has two types of beliefs, namely; soft and hard beliefs. The
soft beliefs are those that change as new evidence is obtained, while the hard beliefs do not
change. Therefore, Bayesian network techniques can be employed to handle knowledge
collection and update in this COTS evaluation method.

There are more than one COTS and Economic experts in this model. Therefore, at some
moment their opinions about each COTS have to be aggregated in order to rank them.
Secondly, the experts’ opinions have to be weighed against the aggregated requirements of
the design team and the stakeholders in order to rank the COTS according to their suitability
for the project. The evaluation process is made up of five main components, namely; COTS
Technical evaluation, COTS Economic Evaluation, Project Conditions Definition, COTS
Ranking, and COTS Interaction Analysis.

3.2.1 COTS Technical Evaluation

The technical COTS evaluation deals with functional and quality aspects of the COTS
evaluation, see Figure 1. The steps taken in this part of the evaluation process are briefly
described below.

Step T1: The COTS expert evaluates the functionalities and quality of each COTS in a set
from which one COTS is to be selected for a particular purpose. That is, quantitative scores
are assigned to the functional and quality attributes of the COTS. The expert also assigns a
belief to the scores of the COTS attributes depending on the credibility of his/her source of
information about the COTS. It should be noted that at this moment each COTS attribute has
as many scores and beliefs as there experts.

Step T2: The COTS experts are ranked and beliefs are assigned to their ranking. For each
expert, the ranking of the expert is combined with the scores of the attributes. Secondly, the
beliefs about the COTS attributes are combined into a single belief about the functional
capability and quality of the COTS. This belief is then combined with the belief about the
expert to obtain the project belief on the attributes scores as awarded by the expert.

Step T3: The attribute score are combined into a single score. Secondly, the project belief on
the attributes scores as awarded by different experts, are combined into a single project belief
on the combined scores.
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3.2.2 COTS Economic Evaluation

The economic COTS evauation deals with the economic and legal aspects of the evaluation
process. The COTS attributes of concern here take on issues such as license acquisition cost,
support and adaptation expenses, maintenance prices, COTS procurement conditions, vendor
guaranties, availability of training, availability of vendors, vendor reputation and maturity,
and clauses characteristics of the maintenance licenses.

Step E1: The COTS economic expert awards scores to the economic and lega attributes of
the COTS candidates according to their strength. The expert aso assigns a belief to the
scores of the COTS attributes depending on the credibility of his’her source of information
about the COTS, see Figure 1.

Step E2: During this step, the ranking of the expert is combined with the scores awarded to
the COTS attributes. Secondly, the beliefs about the COTS attributes are combined into a
single belief about the economic and legal characteristics of the COTS. This belief is then
combined with the belief about the expert ability, to obtain the project belief on the attributes
scores as awarded by the expert.

Step E3: The economic and legal attribute scores awarded by different experts are combined
into a single score. Secondly, the project belief on the attributes scores as awarded by
different experts, are combined into a single project belief on the combined scores.

3.2.3 Project Conditions Definition

The project conditions definition involves setting up of the criteria for the evaluation of the
COTS with respect to the conditions of the project. This process can be referred to as the
COTS Evaluation Criteria Definition. It addresses functional, quality, architectural and
economic characteristics of the candidates. Weights are established for al of the evaluation
criteria with respect to each importance. This task is carried out by the design team, with
collaboration with the stakehol ders.

3.2.4 COTS Ranking

The weights of the evaluation criteria are applied on the scores of the corresponding
attributes in step T3 and E3. These score are then aggregated according to organization
policy to obtain the ranking of the COTS with respect to the conditions of the project. Here,
the COTS are ranked according to hoe best they suite each stakeholders needs. In case
conflicts occur in the ranking, the tool carries out negotiations between the stakeholders
agentsin order to resolve the conflict.
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Figure 1. Summary of the Proposed COTS Evaluation Model

3.2.5 COTS Interaction Analysis

At this stage, all the candidates COTS for the different parts of the COTS system have been
ranked. Different combinations of COTS that make up the system are evaluated with respect

to the COTS interoperability, and
that can carry out this task.

interfacing effort and cost. Tools are available in literature
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3.3 Agents in COTS Evaluation Model

From the roles and the components of the COTS evaluation process, we identify the agents
involved in the COTS evaluation process. It is good practice to keep a one-to-one
correspondence between roles and agents whenever possible [14]. However, here, we keep a
one-to-one correspondence between the components of the COTS evaluation process and
agents because each component represents a group of players with similar roles. Therefore,
as shown in Figure 2, we have COTS Technical evaluation agent, COTS Economic
Evaluation agent, Project Conditions Definition agent, COTS Ranking agent (Administrator
agent), and COTS Interaction Analysis agent. It can be noted that information flow between
the administrator agent and the user agents is bidirectional. This is due to the fact that
decisions made by the each of user agents are affected by decisions made by other agents.

COTS Technical COTS Economic Project Conditions
Evaluation Agent Evaluation Agent Definition Agent
Evaluation of COTS COTS Ranking
Candidates for agivenPart of (Administrator) Agent
System

Evaluation of COTSfor up to
the ™ Part of System

COTS

COTS Interaction
Selection

"| Analysis Agent

A 4

Figure 2. COTS Evaluation System Agents

4. Conclusions

Selecting the ‘right’ COTS s critical for the success of a COTS-based software development
project, and depends heavily on the COTS evaluation method used. COTS Evaluation and
Selection process is characterized by subjective data. The technical experts, economic
experts, stakeholders, and the design team have subjective opinions on the requirements,
performance and capabilities of the COTS. These opinions of individua members of the
evaluation process must be aggregated into a single composite value. The consensual opinion
aggregation approach used by most methods in literature is inappropriate for COTS
evaluation because the process involves many players, and different groups of players are
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concern with different issues in the process. The best way of aggregate opinions in COTS
evaluation process is to use the hybrid consensual and aggregation models approach. Here
we showed how this can be achieved using an agent-base method.
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